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1. Preface

When one regards the technical potential of

modern RFID technology and the risks associ-

ated with them, one realizes that using this

technology is sure to have effects in the most

diverse areas of IT security and society.

Today RFID tags are being used in access-con-

trol facilities combined with a company ID

card, the European Central Bank is planning

to use them in mini-versions in bank notes to

prevent counterfeiting and public transporta-

tion authorities would like to affix transpon-

ders to the tickets of their passengers, so as

to have a central system of who used which

connection when.

Preventing counterfeiting or having an easy

way to manage the use of public transporta-

tion are sensible uses of RFID chips. In the

interest of the citizen, RFID technology can

increase security and customer friendliness.

However there is also skepticism concerning

the unobtrusive transmitters, although they

are so hard to see – or perhaps for that very

reason: the current discussion surrounding

the Metro Future Store, in which RFID tags

were to be used, shows that a company that

fails to enlighten its customers early on can

quickly find itself under attack by privacy

and citizen rights organizations.

The reason for the bad feelings is the possi-

bility that the chip could be read without

authorization and without even being

noticed: the content of one´s shopping bag

and purse could become totally transparent.

What conclusions should we draw from

these facts?

Today the new technologies offer enormously

profitable opportunities, as RFID can be used

for many purposes including the entire logis-

tics and warehouse management areas.

What remains to be done is to analyse the

technology with regard to its effects in the

most diverse applications, to describe and

assess the effects of using the technology and

to identify the opportunities and risks that

result, in order to provide better recommen-

dations for policy makers, industry and sci-

ence.

The answers offered in the present study are

intended to comprise a contribution toward

making the discussion about using RFID

technology more objective and to help find

ways to apply technology that satisfy the

dual goals of utility and data protection.

Bonn, Germany, October 2004

Dr. Udo Helmbrecht

President of the Federal Office for

Information Security
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2. Foreword

One should be careful with words like revolu-

tion. However with the development of the

futuristic visions of technology such as perva-

sive and ubiquitous computing, we think it is

appropriate to speak of a revolutionary per-

spective on technology. This view is based on

two reasons: the technology currently unfold-

ing as pervasive or ubiquitous computing

unites very basic technologies such as the

use of microprocessors, wireless radio tech-

nologies and data transmission through uni-

versal networks such as the Internet. Such

inventions are showing up all over today,

especially in the areas of manufacturing and

goods distribution, product authentication

and animal identification, as well as in areas

such as authentication of documents, mainte-

nance and repair, access and route control,

theft prevention and environmental monitor-

ing; the new potential use areas abound.

The likelihood that these technologies will

permeate all areas of our lives results from

one important property of the basic tech-

nologies: they raise efficiency with regard to

work, time and space, permitting us to react

faster to changes in object parameters. The

innovation and automation potentials associ-

ated with this are strong incentives to have

the technologies implemented immediately

in a competitive international economy.

Against this background no one can wonder

why automatic identification systems (auto-ID

systems) are prospering in such areas as

those in which progress in productivity can

be achieved through automation. This

applies especially to Radio Frequency Iden-

tification (RFID) systems, which expand upon

the functions and uses of the older automat-

ic identification solutions such as barcode

and Optical Character Recognition (OCR).

RFID can be understood as a central step

towards further integrative technology devel-

opment in the direction of pervasive and

ubiquitous computing.

As always in case of revolutionary technology

waves, the opportunities and risks are close

to one another. Socially the risks include the

effect of the rationalization potential and

new models of work organization on our life

and work styles, which were already mobile

and volatile. Ecologically, they mean the

ever-present use of technological microsys-

tems, which cause us to expect enormous

rebound effects and an increase in the dis-

persion of materials we consider valuable

and others we consider ecologically less

desirable. Against this background it be-

comes one of the most important tasks for

scientists to discover as early as possible the

opportunities, problems and risks. Designing

technology in a socially compatible manner

includes promoting interaction among vari-

ous social interest groups and economic and

political actors, and then seeking compromis-

es among them all.

When the movement and use of everyday

things leave data tracks, which escape any

control by the user, this can have serious

effects on our understanding of security and

privacy. Starting with technology assessment

and a constant interaction between science

and society, a public dialogue must take

place with policy-makers, business leaders,

civil society groups and citizens on these

problems. Only in such a public discussion

process with scientific support can we find

out what desirable goals are to be aimed at

and which technology developments are suit-

ed to maximize the opportunities and mini-

mize the risks.

Thus the present study offers a survey of the

central technological developments and eco-

nomic applications of RFID system. In addi-

tion, it analyses the basically new threats and

looks at conventional security measures.

We would like to thank all authors and

experts who took part in this study for their

conscientious and trend-setting work and

important findings. We are sure that the

required social dialogue will take valuable

impulses from this study for these important

questions affecting the future of us all.
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2. Foreword

Berlin and St. Gallen in October 2004

Prof. Dr. Rolf Kreibich

Dr. Xaver Edelmann
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3. Summary

3. Summary

Situation at the outset

The new paradigm known as “pervasive com-

puting” or “ubiquitous computing” refers to

a new development in the field of informa-

tion and communication technology. During

this development more and more everyday

objects will be equipped with microelectron-

ics. Such “intelligent” or “smart” objects will

influence almost all areas of our daily lives.

Computers will do their work invisibly in the

background.

One essential part of the development track

in the paradigm of pervasive computing is

comprised by digital automatic identification

systems (auto-ID systems), which are expected

to replace barcode and Optical Character

Recognition. Auto-ID technology is designed

to provide information about objects (per-

sons, animals, merchandise). RFID systems

(referring to Radio Frequency IDentification)

expand the functionality and possible uses of

traditional auto-ID systems and offer high

potential increases in efficiency, for instance,

in manufacturing and goods distribution and

the areas of product authentication and cus-

tomer relationship management.

The vision of total networking of our every-

day lives offers not only new ways of doing

things and great opportunities, but also

holds risks. The question as to the security of

RFID systems is increasingly becoming a key

issue for the development and design of soci-

ety´s exchanges of data, information and

knowledge. Nowadays the economic success

of companies depends primarily on the

degree to which their internal data stocks

and external communication can be protect-

ed against data loss and data abuse. A sec-

ond key issue is the question as to whether

and in what form additional consumer and

data protection regulations are becoming

necessary as RFID systems spread, sparking

off a social debate under such terms as “the

naked customer” and “naked citizen”.

Over recent years the realization has caught

hold that evaluating technical developments

should be done prospectively and in a prob-

lem-oriented fashion, in order to gain indica-

tions about future technology design. This

can be accomplished through interdiscipli-

nary assessment of the opportunities and

risks of using RFID, focussing on the areas of

IT security and data protection. Only in this

way can real or perceived security problems

be recognised early as central barriers to the

economic use of RFID technology, and thus

can perhaps be avoided as early as possible.

Objectives of the study

The objective of the present study “Security

Aspects and Prospective Applications of RFID

Systems” is to give the interested (specialized)

public an overview of the technical basics,

application potentials and risks of RFID sys-

tems. The study´s main focus lies in the

prospective analysis of possible threats which

result from using RFID systems, including an

assessment of the effectiveness of existing

security measures. In addition to that, visual

aids and a great number of practical exam-

ples demonstrate which RFID systems are

being used today and which are being tested

for the future.

In order to assess better the opportunities

and risks of RFID systems, an assessment of

the essential technological, economic, legal

and social developments is done in the con-

text of RFID systems, spanning a time hori-

zon until 2010. Fictive case studies serve to

make the risks more palpable, but are explic-

itly not to be understood as forecasts.

The present study is intended to contribute

to making people more aware of the topic of

information security in the innovative area

of RFID, to make decision-makers aware of

the concrete potential and dangers, and to

motivate them to analyse information tech-

nology systems in companies and organiza-

tions appropriately and proactively, and to

protect the systems in a sustainable manner.
12



3. Summary

Definition of RFID systems

RFID refers to procedures to automatically

identify objects using radio waves. The use of

an RFID system is appropriate basically every-

where that something has to be automatical-

ly labelled, identified, registered, stored,

monitored or transported. RFID systems are

available in a wide variety. Despite the wide

range of RFID solutions, each RFID system is

defined by the following three features:

1. Electronic identification:

The system makes possible an unambi-

guous labelling of objects by means of 

electronically stored data.

2. Contactless data transmission:

Data identifying the object can be read 

wirelessly through a radio frequency 

channel.

3. Transmit when requested (on call)

A labelled object only transmits data 

when a matching reader initiates this pro-

cess.

In technical terms, an RFID system consists of

two components: a transponder and a reader:

• The transponder – also known as a tag – 

acts as the actual data carrier. It is 

applied to an object (for instance, on a 

good or package) or integrated into an 

object (for instance, in a smart card) and 

can be read without making contact, and 

rewritten depending on the technology 

used. Basically the transponder consists of

an integrated circuit and a radio-frequen-

cy module. An identification number is 

stored along with other data on the trans-

ponder and the object with which it is 

connected.

• The reading unit – typically only called 

the reader, as in the following – consists 

of a reading, in some cases a write/read, 

unit and an antenna. The reader reads 

data from the transponder and in some 

cases instructs the transponder to store 

further data. The reader also monitors the

quality of data transmission. Readers are 

typically equipped with an additional 

interface to pass the data received on to 

an another system (PC, electronic control, 

etc.) and to process them there.

RFID systems use frequency ranges from long

wave to microwave. Another characteristic of

RFID systems is the type of storage technolo-

gy that they use. Basically these can be

either of the read-only or read/write type.

Also the type of energy supply to the

transponder matters, whether it is an active

one with its own energy supply, or a passive

transponder, which has to get energy from

the reader.

The categories obtained in this way can be

broken down according to the performance

of their respective components into low-end

systems, medium-performance systems and

high-end systems. Another classification

scheme for RFID solutions is based on the

respective range, meaning the maximum dis-

tance between transponder and reader. It

usually distinguishes among close-coupling,

remote coupling and long-range systems.

The shapes of transponders vary from glass

cylinder transponders to the electrical ear-

mark to credit-card formats, various disc

shapes and impact-resistant and heat-resis-

tant up to 200° Celsius for the paint shops of

the automobile industry. Their great design

freedom for identification points, shapes,

sizes and the field characteristics of their

antennas make RFID systems a very versatile

automatic identification technology on the

whole.

The categories described above make it possi-

ble to classify RFID systems based on the

applications possible with them and to make

an assessment of the issues associated with

that involving information security and data

protection.

The threat situation and an inventory of

common security measures

The integrity of RFID systems depends on the

following three relationships:
13



3. Summary

1. The relationship between the data stored 

on a transponder (RFID tag) and the trans-

ponder itself. 

This must be a unique relation, because 

the transponder is identified solely by the 

data. The most important part of the data

is a unique ID number (serial number). It 

is imperative to prevent the existence of 

two tags bearing the same identity.

2. The relationship between the transponder

and the tagged item which it is meant to 

identify (mechanical connection). 

This relation, too, must be unique in the 

sense that a transponder must never be 

assigned to different items while it is in 

use.

3. The relationship between transponder 

and reader (air interface). 

This relationship must be established in 

such a way that authorized readers can 

detect the presence of the transponder 

and can correctly access the data, while 

access by unauthorized readers is barred.

Considering these prerequisites, we can now

turn to the following possible types of attack

on RFID systems, each of which takes advan-

tage of one of the prerequisites:

• Eavesdropping the communication bet-

ween the RFID tag and the reader:

Eavesdropping via the air interface is pos-

sible. The risk grows with the maximum 

distance of the normal read sequence. 

The risk is relatively low in the case of 

transponders with very short ranges.

• Unauthorized read access to the data:

This is possible without great outlays for 

the attacker if the reader distance is nor-

mal. He has to get a reader and perhaps 

install it inconspicuously. Software pro-

ducts are on the market that work on 

mobile readers and, for instance, can read

and write tags in supermarkets. The possi-

bilities of such attacks are limited by the 

short range; in a monitored environment 

therefore they can be counteracted.

• Unauthorized write access to the data:

In the case of rewritable tags the possibili-

ties of unauthorized changing of the data

are the same as in the case of unauthori-

zed reading. If read-only tags are used, 

unauthorized changing of data is exclu-

ded intrinsically. However read-only tags 

have the disadvantage that encryption 

and secure authentication cannot be done

with them.

• Cloning und Emulation:

In the case of cloning, the data content of

a tag is read out or discovered in some 

other way in order to write a new tag 

with the data. This tag is then used to 

simulate the identity of the original tag. 

In addition, it is conceivable to employ 

devices having a high degree of functio-

nality which are used to emulate any kind

of tag with a given data content.

• Detaching the tag from the 

tagged item:

This attack appears trivial, but that is pre-

cisely why it should also be borne in 

mind. Each RFID system depends on the 

tags being present on the intended items.

"Switching" tags (as is also done nowadays

with price labels) with fraudulent intent 

or merely with the intention of creating 

confusion is an obvious manipulation.

• Mechanical or chemical destruction:

RFID tags can be mechanically or chemi-

cally damaged. The antennae in particu-

lar are vulnerable.

• Destruction by exposure to an electro-

magnetic field:

Destruction by exposure to an electroma-

gnetic field is standard practice in the 

case of anti-theft EAS tags (1-bit transpon-

ders) which are deactivated at the point 

of sale. In principle, all kinds of transpon-

ders can be destroyed by a strong electro-

14



3. Summary

magnetic field. However because of the 

high field strength that is required, this 

attack can only be carried out at very 

close range. There are indications that 

radio inductors or high-voltage switching 

events taking place close by could induce

enough voltage peaks to damage the chips.

• Destruction by misuse of a 

kill command:

If, for data privacy reasons, tags are 

equipped with a kill function that partial-

ly or totally erases the data content, this 

function can be misused.

• Discharging the battery (only in the 

case of active tags):

In the case of active tags which have a 

back-up battery, the latter can be dischar-

ged by causing the tag to transmit fre-

quently in response to a rapid sequence of

queries.

• Blocking:

In contrast to the use of jamming trans-

mitters, the use of blocker tags is not for-

bidden by law, because their passive 

design does not constitute a transmitting 

system. Basically there is no absolute pro-

tection against blocking with a given pro-

tocol. However since various protocols are

in use, the user of the blocker tag must 

either carry several such tags with him in 

order to cover all the possible protocols, 

or he must use a single blocker device 

that copes with all the protocols used.

• Jamming transmitters:

Effective interference of operation at a 

distance calls for powerful transmitters. 

Operating such jamming transmitters is 

illegal and it is difficult for technically 

inexperienced persons to obtain them. 

Radio amateurs do have access to this 

technology.

• Frequency detuning:

This attack is carried out by bringing rele-

vant amounts of, for example, water, 

metal or ferrite into close proximity of the

field or the tag antenna. It might even be 

enough simply to cover the tag with the 

hand. However, frequency detuning is less

reliable in its effect than shielding and no

less obvious.

• Shielding:

Tags can be shielded by wrapping them 

in metal foil (e.g. aluminium foil) or by 

placing them in aluminium-coated freezer

bags, or in handbags equipped with metal

strips.

Against most of these threats there are coun-

termeasures, some of which are more expen-

sive and some of which are less expensive

than the attack.

In the first instance these threats are rele-

vant for the active party, i.e. for the operator

of the RFID system, who manages the tags

and the data associated with them. For the

passive party, who wants to or must use the

tags, but has no control over the data, the

threat potential is not the same. The latter

case is a possible violation of privacy, espe-

cially when data traces of object movements

are stored in central databases by RFID appli-

cations. Access to the database in the back-

end of the RFID system may pose a greater

risk for the passive party than one to the

frontend (eavesdropping the air interface).

RFID data traces have a specifically high spa-

tial and time density, which often makes it

possible to create personalized movement

and contact profiles, even when the data

were originally in pseudonymized or

anonymized form. Such intrusions on data

privacy or location privacy may happen

when the active party violates the data pro-

tection law or fair information practices or

when it is forced by a third party to open its

data stocks. The degree to which RFID sys-

tems add a relevant threat potential to the

data tracks that are already produced by oth-

er systems (credit cards, loyalty cards, mobile

phones) is controversial among experts. In

addition to the violation of privacy, the push-

ing off of risks from the active to the passive

party is to be seen as a possible threat.
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3. Summary

Applications

RFID systems have been displaying a continu-

al market development in selected market

segments for decades now (for instance, in

the area of animal identification or in the

form of car locks). Depending on various

application conditions, some of which are

sector-specific, RFID systems are being used

over the whole range of possible technologi-

cal complexity. In other segments RFID´s

means of automatic and contactless identifi-

cation is being tested in numerous pilot stud-

ies.

RFID technology is a typical cross-section

technology whose potential application can

be found in practically all areas of daily life

and business. Theoretically the application

areas of RFID systems are unlimited. From a

cross-industry viewpoint, the following areas

of applications can be distinguished:

• identification of objects

• document authentication

• maintenance and repair, recall campaigns

• theft-protection and stop-loss strategies

• access authorization and routing control

• environmental monitoring and sensor 

technology

• supply chain management: automation, 

process control and optimization

Much of the available market data on the

use of RFID systems are limited to individual

economic sectors and fail to give a compre-

hensive market overview. The basic data used

by various consulting firms, the survey meth-

ods and market classifications are very differ-

ent from one another, not always under-

standable and cannot be compared with one

another. As a result, the status of diffusion,

sales and market shares of RFID systems

remain unclear. The answer to the question

as to whether RFID systems will be used in

the future as mass technology depends on

such factors as the success of the pilot proj-

ects running now.

It is possible to show in individual areas of

application the advantages stemming from

the use of RFID systems, for example, for

retailers, manufacturers or for logistic service

providers. Opportunities are seen especially

in such application areas and sectors in

which productivity advances can be had

through more automation. A study done by

Booz Allen Hamilton jointly with the

University of St. Gallen on the logistic and

automobile industries, however, showed that

investments in RFID are still risky for many

companies and a positive return on invest-

ment exists mainly for niche applications.

Against this background it is not surprising

that company-internal RFID systems domi-

nate in practice. The potential of RFID sys-

tems, however, exists especially in inter-com-

pany use, for example, in tracking merchan-

dise through the whole value chain.

The use of transponders is nowadays going

beyond the pure identification of objects to

control merchandise in complex systems.

This is why transponders are increasingly

used in logistics. In order to manage logistic

processes efficiently, more and more data are

needed, which are automatically gathered

and processed along the entire supply chain.

In this application segment RFID technology

opens up extensive solutions. Also in the

area of environmental monitoring RFID sys-

tems with miniaturized sensors can con-

tribute to observing the many phenomena in

the natural environment and monitoring

environmental stress with a degree of accu-

racy that had not been possible before.

One of the main growth factors for the

spread of RFID systems is the drop in prices

and the rise in legal requirements. RFID sys-

tems are showing up in the requirements of

the European Union on economic actors in

logistics and agriculture including all

upstream and downstream stages of value

creation (such as tracing foods, protecting

against epidemics). Likewise, essential ele-

ments are to be found that influence the

future development of RFID systems in rela-

tion to compatibility, interoperability and

establishing uniform standards. Positive

impulses are also coming from the increas-
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ing public knowledge about RFID solutions

and the availability of customer-oriented

solutions.

Expected developments and challenges

The economic success of RFID technologies

will depend not only on technical possibili-

ties. In addition to technology and standardi-

zation, the market and price developments,

the requirements on information security

and data protection have to be considered

along with social discourse in the context of

RFID.

For the coming ten years one can expect a

further exponential increase in the perform-

ance of information and communication

technology. In addition to the improvement

in price/benefit ratios, the technological

components used will become dramatically

smaller. Even if the miniaturization of

transponder antennas encounters physical

limits, other possibilities such as weaving the

antennas right into textiles could help make

RFID tags practically invisible. The miniatur-

ization of microchips will probably continue

for another ten years without a technology

shift. It is one of the essential drivers behind

the vision of pervasive computing.

According to the opinions of experts in com-

panies and research establishments working

in the RFID sector, essential technological

factors currently inhibiting the spread and

use of RFID systems will be overcome by the

Year 2007 or 2010. These inhibiting factors

include the low ranges of readers, problems

in multi-access identification and recognition

across different frequency bands. No one

expects the current incompatibilities among

the RFID solutions of the various manufactur-

ers to be overcome anytime soon. The find-

ings of analyses show for the coming years

up to 2010 a positive or at least stable mar-

ket development in Germany. Likewise on

the whole falling prices are expected.

Estimates as to which application areas RFID

systems will continue to expand in are var-

ied. On the long range, a positive market

development is expected in the application

areas “Surveillance of access, rooms and

routes”, “Supply chain: automation, process

control and optimization”, “Labelling mer-

chandise, objects, animals or persons”, “Take-

back and multiple-use systems, disposal and

recycling”, and “Maintenance and repair,

recalls”.

A radical informatization of our everyday

and professional lives with objects that sense

part of their environment and communicate

with one another also has basic effects on

information security and privacy in addition

to economic potentials. Using RFID systems,

it becomes much easier to collect data. As

RFID technology continues its advance, the

question arises as to who can determine, or

is allowed to determine, whether and which

information is associated with electronically

empowered things. Finally one should also

remember that in an informatized world the

correct functioning of information techno-

logical infrastructure can become a matter of

life and death for society and the individual.

The advancing miniaturization of technologi-

cal systems gives one reason to fear that

existing legal prohibitions will no longer be

monitorable or enforceable as RFID systems

advance. Therefore one must counteract the

growing difficulties in managing large tech-

nical systems by ensuring more transparency,

in order to improve user trust in RFID tech-

nology.

In order to use the opportunities of RFID and

at the same time to keep the threats as small

as possible, it will be a matter of implement-

ing the principles of modern data protection

(privacy) laws early in the design process and

in market introduction. This will also entail

the principle of data economy and the most

rapid possible anonymization or pseudo-

onymization of person-specific data. This

urgency is all the greater since it is increas-

ingly difficult to redesign any single coun-

try´s political and legal environment in the

face of globalization.

The question as to whether and how fast

social groups may open themselves to RFID
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technology is difficult to answer. In the

debate about the opportunities and risks of

RFID technology two opposing positions are

crystallizing: whereas one side focuses on the

opportunities which result from use of RFID,

the other side emphasizes the risks, threats

and limitations. The present study has

focused more on the risks than on the oppor-

tunities, as its initiator requested. In the way

of precaution, risks should be identified as

early as possible so that one can reflect on a

development and steer it in a positive direc-

tion.

Since in a modern, differentiated society a

variety of different sized interest groups

exists, some of which are in competition

with one another, it will be important for

future developments to reflect the pluralism

of these opinions in an appropriate ratio in

the field of RFID. One should create more

transparency in the discussion of RFID. That

would be a central step toward making the

discussion more objective, and social opinion

formation could be improved by more objec-

tivity.
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4. Introduction

4.1 RFID as a key technology of 

pervasive computing

Many factors have been determining the

development of information technology sys-

tems for many years now: some of them are

the continuing miniaturization of compo-

nents, the continually rising performance of

processors, the availability of memory even

in small places, higher communication band-

width in telecommunication and progress in

materials sciences. The rapid exchange of

digitally stored information in large net-

works by means of a rising number of actors

and transmission paths is a central feature of

information and knowledge societies.

Human/machine communication is gradually

being supplemented by the communication

and networking of machines – without any

people being directly involved.

Against this background the term “ubiqui-

tous computing” and “pervasive computing”

are being pushed to the forefront of public

discussion: the term “ubiquitous computing”

describes a vision of unobtrusive technology

in which the computer as we know it today

recedes into the background and smart

objects communicate directly with one

another.

In the area of business, the term “pervasive

computing” is used for this paradigm. It also

describes the ever-present, pervasive process-

ing and networking of information. However

“pervasive computing” emphasises those

solutions that are feasible in the near future

more so than does ubiquitous computing.

[LaMa 03] Pervasive computing is regarded

as a new application form of information

and communication technologies (ICT) and is

characterized by the following features:

• miniaturization: ICT components are 

becoming smaller and thus more portable

than the devices common today

• embeddedness: ICT components are being

embedded into other devices and objects 

of daily life (smart objects)

• networking: ICT components are being 

networked with one another usually wire

lessly

• ubiquity: ICT is becoming ever-present 

and does its work less and less conspicu-

ously or even invisibly

• context-sensitivity: ICT components are 

can get information by wireless data 

exchange and by means of sensors. [HBBB

03]

RFID systems (referring to Radio Frequency

IDentification) comprise one important devel-

opment track in the framework of ubiquitous

or pervasive computing. RFID is a method of

automatic identification and has been get-

ting more and more public attention recent-

ly. If RFID had to be put in plain terms, it

would mean “contactless identification”.

Automatic identification has the purpose of

providing information on persons, animals,

assets or merchandise in such a clearly

defined and highly structured way that the

data can be read and processed further by

machines. In the future RFID will replace or

supplement barcode, Optical Character

Recognition (OCR) and contact-bearing smart

cards. RFID systems can be used as powerful

systems of identification with which a large

quantity of data can be gathered and in

some cases updated. However RFID does not

unleash its full power until it is used for

open- and closed-loop control of processes in

a variety of application areas. From access

control to following merchandise flows from

the manufacturer to the consumer, the range

of application areas – established or in pilot-

testing – is growing continually.

RFID is not a new technology. The US mili-

tary has been using RFID or its predecessor

technologies since 1940, in order to trace the

whereabouts of supplies such as fuel or

explosives or to support the friend/foe recog-

nition in allied airplanes. Since 1977 RFID

systems have been released for civilian appli-
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cations. One of the first applications was

transponders for animal identification

toward the end of the Eighties. [Krem 04]

RFID is a term for technologies used to iden-

tify objects over certain distances without

making contact. Typically the distance to be

overcome (their range) is a matter of centi-

meters or meters.

Seen technologically, an RFID system consists

of two components: a transponder and a read-

er:

• The transponder – also called a tag – acts 

as the data carrier. It is mounted on an 

object (for example on a product or pack-

age) or integrated into an object and can 

be read by radio technology without mak-

ing contact and even updated depending 

on the technology. Basically the transpon-

der consists of an integrated circuit and 

an RF module. An identification number 

and further data about the transponder 

itself and the object with which the 

transponder is connected are stored on 

the transponder.

• The reading device – typically called sim-

ply a reader, as it will be in the following 

remarks – consists of a read or read/write 

unit and an antenna depending on the 

technology used. The reader reads data 

from the transponder and in some case 

instructs the transponder to store more 

data. The reader also checks the quality of

the data transmission. Readers are typical-

ly equipped with an additional interface 

(RS 232, RS 485, etc.), in order to pass on 

the data received to some other system (a 

PC, a machine control) and to process 

them there.

The great interest that business has shown in

RFID systems is based on the assumption that

the costs of RFID systems will drop in the

future. Against this background advantage

can be taken of the advantages of RFID sys-

tems that other Auto-ID methods do not

have, in order to better implement process

changes in distribution logistics, product life

cycle management or customer relationship

management. Governments as well as busi-
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nesses are talking more and more about

RFID applications, for example, as authenti-

cation certificates for passports and as carri-

ers of biometric features.

Today the application areas are often such

that the significance of the costs per RFID

tag are low compared with the number and

duration of use cycles or with the high value

of the products tagged. For the coming years

both the vendors of RFID systems and market

researchers predict a sharply rising growth

in RFID use.

However the technical, economic and social

changes that accompany information and

communication technologies raise not only

questions about the opportunities but also

ones about the dangers of these technolo-

gies. The question of the safety of informa-

tion and communication connections is turn-

ing more and more into a key issue for the

development and design of new levels of

data and knowledge transfer. The economic

success of companies depends on the degree

to which they succeed in protecting their

databases and external communications

against data loss and data abuse. From the

standpoint of consumer and data protection

it becomes a matter of implementing princi-

ples in the world of networked and pervasive

data processing that whenever data can be

associated with persons – even after the fact

– data are collected and processed in a man-

ner avoiding personal references, only when

necessary and only for the respective pur-

pose intended. [RPG 01]

Thus the recognition is growing that the

evaluation of technological developments

should take place prospectively and problem-

oriented manner, in order to gain indications

for a sustainable technology design in

advance. Interdisciplinary assessment of the

opportunities and risks of using RFID systems

form part of this process with attention

focussed on the areas information safety and

data protection. Only in this way can real or

perceived safety problems be recognized ear-

ly on as central barriers to the cost-effective

use of RFID technology, and thus be avoided

whenever possible.

4.2. The goals, methodological 

approach and structure of the 

study

Against this background the goal of this

study “Security Aspects and Prospective

Applications of RFID Systems” is to:

• document the current technological devel-

opment in one part of pervasive comput-

ing, namely the use of RFID systems, and 

to highlight selected application areas;

• to assess effects in the area of IT security, 

and

• to present opportunities and risks of the 

use of RFID systems.

The study is intended to contribute to mak-

ing people more aware of the topic of infor-

mation security in the innovative area of

RFID, to make decision-makers aware of the

concrete potential and dangers and to moti-

vate them to analyse information technology

systems in companies and organizations

appropriately and proactively, and to protect

the systems in a sustainable manner.

The methodical approach of the present

study is based on an intentional mix of quan-

titative and qualitative techniques. First, the

status quo was established in the framework

of a thorough analysis of literature and docu-

ments. Then a survey was done of companies

offering RFID solutions and the variety of

their RFID systems available on the market in

Germany. It is on the basis of these findings

that we present the basics of RFID technolo-

gy, determine the variety of current solutions

and classify the RFID systems available

(Chapters 5 and 6).

Building on this, the types of attacks and

countermeasures in the area of the informa-

tion security of RFID were classified. Expert

interviews were done as qualitative input on
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the phone or in person using a written

guide. Judgements by recognized experts

from companies and research institutions

supplemented and deepened the findings of

the literature and document analysis and the

analysis of manufacturer information about

the RFID systems available on the market

(Chapter 7).

One further area on which the study concen-

trated was the determination of existing and

future areas of application for RFID technolo-

gy. Methods and approaches used today and

being tested in pilot studies were presented

in detail (Chapter 8).

Both the factors promoting and discouraging

increased use of RFID systems were identified

in a quantitative approach as were the

strengths and weaknesses of selected Auto ID

technologies compared with one another,

the projected market development and the

used of authentication techniques and other

security measures from the standpoint of

companies. We collected views from 70 com-

panies which had had practical experience

in the RFID field in an online survey done in

August 2004. A total of 160 representatives

of companies and research institutions were

contacted by e-mail. The organizations

addressed included all the entities organized

in the Association for Automatic Data

Acquisition, Identification and Mobility (AIM-

D e.V.). 43.75 per cent of the companies and

research institutions responded to the online

survey within three weeks.

Figure 4-2 shows how the responding compa-

nies are broken down by the various business

sectors; it was possible to join more than

one. Seven of the 160 companies replied that

they were not working in the RFID sector

und two questionnaires were filled out by

companies that had not been addressed

directly by us.

For one thing, the findings of the online sur-

vey in addition to the results from the litera-

ture and document analysis and the inter-

views conducted with experts form the basis

for identifying factors promoting and dis-

couraging the use of RFID systems. For
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another thing, they served as well in the

analysis of central strengths and weaknesses

of selected automatic identification methods

(Chapter 9).

Furthermore, the findings helped us to esti-

mate the development perspectives of RFID

systems for the period up until the Year

2010. That involved first developing fictive

case studies in the application contexts

“Labelling Products” and “Access and Route

Control”, which revealed theoretically possi-

ble risks of the use of RFID systems.

Focussing on possible risks is based on the

assumption that one decisive factor for the

successful future development of RFID tech-

nology and the services and applications

based on it lies in taking into account the

requirements of information security and

data protection in all phases of design and

implementation. Thus, the case studies were

intended to help reconcile the parties in a

current discussion that is often controversial.

The study concludes with projections in the

context of RFID systems. These include tech-

nological development tracks, a rise in the

quality demanded from the areas of informa-

tion security and data protection and the

social acceptance of RFID systems (Chapter

10).
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5. Basics of RFID technology

5.1 Features and versions of 

RFID systems

RFID systems are offered in a great variety.

Despite the large variety of RFID solutions

each RFID system is defined by the following

three characteristics:

1. Electronic identification:

The system makes possible an unambi-

guous labelling of objects by means of 

electronically stored data.

2. Contactless data transmission:

Data can be read wirelessly by radio fre-

quency channel identifying the object.

3. Transmit when requested (on call):

A labelled object only transmits data when

a matching reader initiatives this process.

RFID systems are a type of radio-wave system.

They differ from other digital radio technolo-

gies such as mobile phones, W-LAN or

Bluetooth in two ways: electronic identifica-

tion and transponders´ feature of transmit-

ting data only when requested to do so.

RFID systems must offer at least the following

features:

1. identify the transponder within a specified

range,

2. read the data of the transponder,

3. select the transponders relevant for the 

particular system,

4. guarantee that more than one transpon-

der can be managed within the range of 

the reader,

5. have some way to recognise errors in 

order to guarantee operation security.

RFID systems may also have other features,

for example the storage of additional data

and security functions or the coupling with

sensors. Then one is looking at special sub-

classes of RFID systems. Features to guaran-

tee information security (for example crypto-

graphic techniques for encrypting the trans-

mitted data) are dealt with in Chapter 7.

One criterion that is important especially for

inter-company applications is the so called

ISO/IEC compatibility, which is becoming

even more important. In the area of RFID

systems the International Organization for

Standardization (ISO) exercises the task of

international standardization. ISO7IEC stan-

dards, for example, lay down frequencies,

transmission speeds, protocols and codes.

Currently there are standards for only a few

RFID systems. Some of them are close-cou-

pling systems, vicinity and proximity cards,

which have the same dimensions as typical

smart cards such as credit cards. Functions of

vicinity cards are defined in ISO/IEC 15693.

ISO/IEC 14443 defines the functions to be dis-

played by proximity cards. One of most

important standards is the future ISO/IEC

18000, which will define the air interface for

RFID systems of different frequency ranges.

This standardization process will be pub-

lished soon and then considered completed.

Both transponders and readers are currently

being offered in various forms aimed at spe-

cific areas of application. The range of read-

ers available can be roughly broken down

into stationary and mobile versions, some of

which are suitable for use in demanding

environments. The range of transponder ver-

sions is also wide. These include:

• Smart labels: transponders used for label-

ling goods with numbers or prices, or pla-

ced on packages, boxes and palettes in the

logistics area or fastened to airline lugga-

ge. These are called identification labels, 

which are applied to paper, cardboard or 

plastic as overlays;

• Glass cylinder transponders for applicati-

ons requiring small dimension (such as 

locks or animal identifiers);

• Transponders in a plastic sheath for chal-

lenging applications, for example, in 

manufacturing or applications with expo-

sure to moisture such as laminated disc 

tags;
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• Industrial transponders in metal shapes for

application to the area of industrial manu-

facturing for resistance to heat and chemi-

cals;

• Large-scale transponders with long ranges 

for applications in the logistics systems for 

containers and railcars;

• Card transponders: embedded in plastic, 

transponders in credit card format (for 

instance, for access control and ticketing 

or as loyalty, bonus or service cards.

5.2. Features for distinguishing 

RFID systems

5.2.1. Frequency ranges

RFID systems use frequency ranges made

available originally for Industrial, Scientific

and Medical applications (so-called ISM fre-

quencies) for one thing. In addition to that,

in Europe the frequency range below 135

kHz and in the United States and Japan that

below 400 kHz can be used for RFID applica-

tions. Worldwide the frequency ranges below

135 kHz , 13.56 MHz, 869 and 915 MHz

respectively (the EU and the USA respective-

ly) are available for the commercial use of

RFID systems. The 2.45 GHz frequency range

has still not reached a high degree of prod-

uct maturity. The 5.8 GHz frequency range is

also under discussion, but thus far there has

not been much demand for it. In summary,

the frequency ranges below 135 kHz and

around 13.56 MHz appear to be proven and

harmonized worldwide.

Frequency regulation is one of the main

problems holding back the development of

internationally usable RFID systems because

of the lack of worldwide uniformity. In addi-

tion to the deviations in committing frequen-

cy ranges, different specifications regarding

the transmitting output of readers is a sec-

ond important limiting factor. In the range

between 869/915 MHz , for instance, in the

USA a maximum transmission output of four

watts is permitted; in Europe however only

0.5 watts re allowed. That gap causes a sig-

nificant difference in range: in Europe data

may be transmitted only from a distance of

Figure 5-1: Worldwide frequency allocations for radio frequency identification [Schu 00]
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Parameter Low frequency High frequency Ultrahigh 

frequency

Microwave

Frequency 125 – 134 kHz 13,56 MHz 868 or 915 MHz 2,45 or 5,8 GHz

Reading range up to 1,2 m up to 1,2 m up to 4 m up to 15 m 

(in some cases up

to 1 km)

Reading speed slow acc. to ISO 

standard

fast very fast (active

transponders)

Moisture** no effect no effect no effect negative effect

Metal** negative effect negative effect no effect no effect

Aiming of

transponder dur-

ing 

reading

not necessary not necessary sometimes 

necessary

necessary 

Worldwide 

accepted frequency

yes yes in some places

(EU/USA)

in some places

(non EU) 

Current 

ISO standards

11784/85 and

14223

14443, 15693 and

18000

14443, 15693 and

18000

18000

Typical 

transponder 

shapes

glass tube

transponders,

trans-

ponders in plastic

housings, smart

cards, smart labels

smart labels, 

industrial

transponders

smart labels, 

industrial

transponders

large-format 

transponders

Examples of 

applications

access and route

controls, brakes,

laundry cleaners,

gas readers

laundry cleaners,

asset management,

ticketing, tracking

and tracing, multi-

access

palette tracking,

container tracking

road pricing, 

container tracking

* under 1 s to 5 s acc. to ISO 14443 (5 s for 32 kBytes), 

average (0.5 m/s in passing acc. to ISO 15693)

** The influence of metal and liquids varies depending on the product. RFID tags are being 

offered nowadays that can also be used in the low-frequency range according to the 

manufacturer (for example, the “((rfid)) on metal” label from Schreiner Logidata).

Table 5-1: Characteristics of RFID technologies
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approximately one meter to 2.5 meters. Even

with RFID systems having the same design

the range in the USA is only about six to

eight meters. [IDTE 04, RF-ID 04]

The characteristics of the different frequency

ranges result in specific features or parame-

ters that have to be taken into consideration

in the design of RFID systems. Thus, typical

fields of application have developed which

have proven themselves most appropriate for

the different types of transponder (see Table

5-1).

5.2.2. Storage technology

General

One central distinguishing feature of RFID

systems is the storage technology used, some

of which are of the read-only type and others

of the read/write type of system:

• Read-only transponders that can only be 

read by the reader once they have been 

programmed by the manufacturer are 

cheaper to produce. Variable information 

that is supposed to be associated with the 

tag must be stored in a database in the 

backend of the RFID system. When the tag

is read, this information is retrieved from 

the database using the ID number (serial 

number) of the tag.

• Read/write transponders are more expensi-

ve to manufacture due to their memory

feature. They can implement powerful 

security mechanisms and record informati-

on right on the transponder itself.

RFID systems utilize the ROM and RAM tech-

nologies described below.

ROM solutions (EPROM, EEPROM and 

flash EPROM)

ROM refers to a digital Read Only Memory in

which data are recorded in an unchangeable

form for long periods of time. The data are

stored permanently during production in the

structure of thee semiconductors and can

neither electrically nor optically be erased or

changed.

On the other hand, with EPROM, EEPROM

and flash EPROM data can be erased and

rerecorded. An EPROM (Erasable Program-

mable ROM) requires for this certain voltage

impulses, which are delivered by an EPROM

programmer. An erase sequence lasts several

minutes.

Likewise voltage impulses are also used to

program or to erase storage cells for rere-

cording on an EEPROM. The write/read cycles

can be repeated up to 106 or 108 times

respectively. The storage process is accom-

plished using a serial connection.

With a flash EPROM the storing of data is

functionally identical with the case of an

EEPROM. However the data are written and

erased in blocks as in the case of a hard disk.

Programming them is likewise time-consum-

ing and complicated. The advantage of a

flash EPROM is that the storage size that can

be attained is not limited in size thanks to its

simple and space-saving layout of its storage

cells. The data are maintained up to ten

years without power. A few typical applica-

tions of flash memory are the small storage

cards in PCMCIA or compact flash format.

Primarily EEPROM are found in great num-

bers in RFID systems, making them impor-

tant. Flash EPROMs are limited essentially to

smart cards.

RAM solutions (DRAM, SRAM, FRAM)

A RAM is known as main memory in general

speech. The main feature of a RAM is to

write data on the storage component.

However a source of uninterrupted power is

needed; in the case of interruption to the

power data are lost. RAM s have a chip to act

as intermediate storage for data and pro-

grams, thus boosting the overall perform-

ance of the system through rapid access.

In the area of RFID systems so-called SRAMs

(Static Random Access Memory) are used,

which do not require that their storage con-

tent be regularly refreshed unlike the case of

dynamic RAM (DRAMs). SRAMs´ relatively
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high current demand is a disadvantage.

Their relatively high price is another reason

why SRAMs are being used less and less.

FRAM (Ferroelectric Random Access Memory)

is a new development and has many advan-

tages compared with conventional ROM:

FRAM does not require any power for data

maintenance. FRAM storage is compatible

with that of common EEPROMs, but makes

possible up to 10,000 times faster write and

read processes than conventional EEPROMs

(or even than flash technology). Data mainte-

nance lasts over ten years even if the chip is

exposed to extreme temperature fluctuations.

With a guaranteed 1010 write and read cycles

FRAM beats EEPROMs´ performance with

regard to this feature as well.

5.2.3. Energy supply to the transponder 

and data transmission

Active and passive transponders

Basically there are two types of transponder

and hybrids of each type: active and passive

transponders.

• Active transponders have their own source

of energy to produce electromagnetic 

waves. Although they are battery-driven 

they do not wake up until they are sent an

activation signal from a reader.

• Passive transponders, on the other hand, 

are supplied with energy by readers 

during a read sequence by means of radio 

waves. In comparison with active transpon

ders they typically have a shorter ranges, 

but require more powerful readers for the 

energy supply to the transponder than 

active RFID systems do.

For the energy supply and communication

from – or in some cases with – transponders

two procedures are often used: the inductive

coupling and the backscatter process based

on the radar principle. However, first let us

look at close-coupling systems which can also

be supplied with energy due to the close dis-

tance between the transponder and reader

by means of a capacitive coupling.

Capacitive coupling

The capacitive coupling is based on the plate
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condenser principle. The signal transmission

takes place between two electrical conduc-

tors insulated from one another and connect-

ed in parallel both in the transponder and in

the reader. Whenever an electrical signal

produces a charge change on a conductor,

the change affects the charge of the second

conductor by means of an electrical field.

The coupling capacity reached this way is

relatively small, making this type unsuitable

for the energy supply to microprocessors.

Therefore such energy supply has to be pro-

vided inductively in addition.

Inductive coupling

Inductively coupled transponders are almost

always passive transponders, so that the

entire energy need for operation has to be

provided by the reader. An inductively cou-

pled transponder consists of an electronic

data carrier and a large coil which serves as

antenna. An electromagnetic field is created

by the reader´s antenna coil to supply ener-

gy to the transponder. Part of the field trans-

mitted penetrates the transponder´s coil

antenna. A voltage is generated in the anten-

na coil of the transponder. This voltage is

rectified and serves as the energy supply to

the transponder. In preparation of the data

transmission a condenser is connected with

the reader´s antenna in parallel, the capacity

of which has been selected in such a way

that a parallel resonant circuit is formed

together with the coil inductivity of the

antenna coil, the resonance frequency of

which corresponds to the transmission fre-

quency of the reader. the transponder´s

antenna also forms a resonant circuit with a

condenser, which is tuned to the transmis-

sion frequency of the reader.

Whenever a resonant transponder is brought

into the magnetic field of the reader´s

antenna, it derives energy from the magnetic

field. The reaction of the transponder caused

by that to the reader´s antenna can be repre-

sented as transformed impedance in the

reader´s antenna. Switching a load resistor

on and off on the transponder´s antenna

brings about a change in the transformed
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alternating field produced by reader [Fink 02]
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impedance and thus voltage changes in the

reader´s antenna. This has the effect of an

amplitude modulation by the remote

transponder. If the switching on and off of

the load resistor is controlled by data, the

data can be transmitted from the transpon-

der to the reader.

In the reader the data are converted back by

rectifying the voltage taken off the reader´s

antenna.

Backscatter procedure

The backscatter procedure is used mainly for

long-range systems and is based on the prin-

ciples of radar technology. The basic radar

equation states that electomagnetic waves of

materials that have an expansion of more

than the half wavelength of the transmitted

electromagnetic wave will be reflected.

Electromagnetic waves are reflected especial-

ly well when the object which the wave hits

starts to resonate.

In order to utilize this effect for RFID tech-

nology, a dipol antenna is designed both for

the reader and for the transponder; the

anntenna displays the resonance characteris-

tics for the frequency being used in each

case. As energy supply a certain transmission

power is sent from the reader´s antenna. The

power arriving at the transponder is avail-

able on the connections of the antenna and

can be used as an energy supply for the

transponder after being rectified.

Without a backup battery this technology

reaches a range of approximately three

meters at a transmission frequency of 868

MHz, and at 2.45 GHz can still reach a dis-

tance between transponder and reader of

over one meter.

Part of the power arriving through the

transponder´s antenna cannot be used for

power supply and is reflected. How much of

this power is reflected can be determined

through the antenna´s characteristics. With
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the goal of data transmission a load resistor

is connected in parallel to the dipol antenna

in the transponder. If the load resistor is

switched off and on in the rhythm of the bit-

strom to be transmitted, an amplitude modu-

lated signal is generated, which can be

received by the reader´s antenna. This proce-

dure is called “modulated backscatter”.

Mode

Two basically different types of procedure

are used to transmit data between the

transponder and a reader duplex procedures

including both full duplex (FDX) and half

duplex (HDX) and sequential systems (SEQ).

The full and half duplex procedures have in

common that the energy transmission

between reader and transponder is continu-

ous, both in the uplink and in the downlink,

independently of the data transmission. With

sequential systems on the other hand the

transponder is supplied with energy only in

the pauses in data transmission between the

tag and the reader.

5.2.4. Multiple access procedures and 

anti-collision procedures

General

A special challenge exists whenever more

than one RFID tag is in the reader´s range at

the same time and each of them sends its

identification number to the reader. Since all

tags of a certain type transmit in the same

frequency range, the signals overlay each

other and the reader cannot identify any of

the tags (collision). A reader must therefore

have a selection procedure to ensure that the

chips will send their information individual-

ly. In applications in which the presence of

more than one RFID tag cannot be excluded,

or in which that is even desirable (multiac-

cess), anticollision procedures are used.

The anticollision procedures used most com-

monly in RFID systems are based on the

TDMA principle (Time Division Multiple

Access). With this procedure, the entire

transmission capacity available in the fre-
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Figure 5-5: Chart showing temporal sequences in full duplex, half duplex and sequential systems. 

Transmission channel from reader to transponder is called downlink, reverse direction 

uplink [Fink 02]
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quency channel is divided up among the

individual tags sequentially (time multiplex).

Transponder controlled procedures are rela-

tively slow, since the reader has to repeat its

request until all tags have been recognised

with sufficient probability. With reader-con-

trolled procedures on the other hand, the

reader selects the individual tags one after

the other in a rapid temporal sequence. In

practice, the most successful transponder

controlled procedure is called the Aloha pro-

cedure, and the most successful reader con-

trolled procedure is called the tree-walking

procedure.

The Aloha procedure

The transponder controlled Aloha procedure

is based on a probabilistic querying of the

identification numbers (ID numbers) of all

tags in the reader´s range. The reader trans-

mits the exact same request command to all

tags, telling them to identify themselves with

their complete identification numbers. Each

tag reacts to that with an individual random

time lag and transmits its complete ID num-

ber. Since the data transmission of a tag is

short compared with the duration of a

request interval, only very seldom does a col-

lision occur among a limited number of tags

in the reader´s range. By running through

the request cycle multiple times all tags have

a high probability of transmitting their ID

numbers at least once without a collision.

After a time (a matter of seconds), the reader

will have recognised all the tags with a large

probability. A few variations of this protocol

have the reader switch off the recognised

tags in order to reduce the probability of col-

lisions in the successive request cycles. In this

case, the ID numbers also have to be trans-

mitted using the downlink and therefore

could be heard by an eavesdropper from a

greater distance. [Vogt 02]

Tree-walking procedure

Unlike the case with the Aloha procedure,

tree-walking lets the reader actively control

the selection of the tags. It carries out a
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deterministic search throughout the address

space of possible identification numbers. The

reader challenges all tags located in its range

to transmit their IDs (REQUEST) beginning

with the highest place of the ID number. If

one assumes that the bit sequences received

by the reader in the upper part of the ID

number (higher value bits) often match, this

procedure is relatively efficient. For example,

the Electronic Product Code (EPC) proposed

by the Auto-ID Center stipulates that the ID

begins with the so-called “Company Prefix

Index”, which is the same for all tags in

many applications because it labels products

from the same manufacturer. At the lowest

place in the bit sequence, i, the ID numbers

of the individual tags are different and a col-

lision occurs (two tags send different bits at

the same time on Place i).

Next the reader expands the query in that it

selects a junction of the binary address tree

at Place i and follows it next for a while. The

reader only addresses such tags the IDs of

which match the preselected prefix and the

selected value at Place i. These tags answer

with the rest of their IDs. Whenever further

collisions occur at different places the

process is repeated until only a single tag

answers and no collision occurs any more.

This tag can now be unequivocally selected

by its ID number (SELECT) and read

(READ_DATA). Afterwards, the active tag is

switched off with the command UNSELECT.

Then the remaining tags are selected accord-

ing to the same pattern starting with Place i

of the first junction in the binary tree until

finally all tags present in the reader´s range

have been unequivocally addressed with

their ID numbers. This procedure makes it

possible to address individually a very large

number of tags in the reader´s range.
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Figure 5-7: Binary search tree. As search area gets smaller ultimately an individual 

transponder can be identified
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6. Classification of RFID systems

6.1. General

RFID systems can be classified according to

their respective performance features. The

groups obtained in this way can be broken

down according to the performance of their

respective components into low-end systems,

medium-performance systems and high-end

systems. Another classification scheme for

RDID solutions is based on the respective

range, meaning the maximum distance

between transponder and reader. It usually

distinguishes among close-coupling, remote

coupling and long-range systems. The range

is only regarded as a criterion independent

of performance.

This classification scheme makes it possible

to evaluate RFID systems according to the

applications that can be based on them.

Furthermore it makes possible an initial, sur-

vey-type evaluation of the questions connect-

ed with it having to do with information

security and data protection.

6.2. Classification of RFID systems accor-

ding to their performance

6.2.1 Low-end systems

One type of low-end system is comprised of

so-called 1-bit systems, which have been used

for many years now for simple surveillance or

signal functions. These systems only indicate

to a reader whether a transponder is present

or not in its range. They do not have any

integrated circuits and thus can be manufac-

tured “for fractions of a cent”. For example 

1-bit systems have been used for Electronic

Article Surveillance (EAS) in retail operations

for about 40 years.

A second type of low-end system is com-

prised of such RFID solutions that are not

rewritable and thus can only offer data to be

read. One does not need a microprocessor

for this; these tasks can be carried out by a

state machine. Encryption functions are typi-

cally not supported, so that any compatible

reader can read the data on these transpon-

ders. Low-end systems are used mostly in the

area of merchandise flows, identification of

palettes, containers and gas cylinders and for

animal identification.

One RFID product typical of low-end systems

has been put on the market by Siemens.

Their so-called MOBY R works in the 2.45

GHz range and overcomes a distance

between transponder and reader of up to

300 meters. It has a 32-bit read-only code

suitable for use in localization for example.

6.2.2. Medium-performance systems

The medium range of the performance spec-

trum is characterized by RFID systems with

rewritable data memories (for example EEP-

ROM in the case of passive, and SRAM in the

case of active transponders) from z few bytes

to over 100 Kbytes. IN this segment the vari-

ety of types is clearly the largest. Systems of

medium performance may be equipped with

either a state machine or a microprocessor.

Usually anti-collision techniques are used in

this class, in order to be able to selectively

address more than one transponder in the

view field of the reader. Medium perform-

ance systems can be equipped with authen-

tification or cryptofunctions to protect them

from eavesdropping.

For example, the Infineon my-d vicinity SRF

55V10P is equipped with a 10-Kbit-EEPROM

in the range of 13.56 MHz and thus with a

rewritable memory. Depending on antenna,

the system gets ranges of up to 1.2 meters. It

supports anti-collision and complies with

ISO/IEC standard 15693 [cf. Infi 02].

6.2.3. High-end systems

In the high-end range there are mostly con-

tact-less smart cards, each with a micro-

processor and a smart card OS. The cards

have more complex algorithms for authenti-

cation and encryption, which cannot be
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accomplished by a “hard-wired” state

machine. The upper end of the high-end

range is populated by dual-interface cards

equipped with a cryptographic coprocessor.

The working frequency typically lies around

13.56 MHz, the range below 15 centimeters

(in the close-coupling or proximity range).

Such smart cards are used in areas with high

security requirements such as electronic

stock-exchange systems, ticketing and for

payment functions.

Philips offers, for example, the SmartMX

high-end system. The SmartMX complies with

the ISO 14443 standard; it offers 72 kBytes of

memory and ways to integrate further func-

tionalities into the tag. It supports anti-colli-

sion. The data transmission rate can be as

high as 848 Kbits/second. Asymmetric

encryption techniques are supported with a

cryptographic co-processor.

6.3. Classification of RFID systems 

according to their range

RFID systems can be subdivided into three

categories by their ranges: close-coupling,

remote coupling and long-range systems.

• Close-coupling systems have a range up 

to one centimeter. Close-coupling systems 

can work with almost any frequencies 

(from low frequency to 30 MHz), depen-

ding on the coupling used. If the cou-

pling is inductive, the frequency usually 

lies between one MHz and ten MHz. The 

data transmission is done in close-coupling

systems either through an inductive or 

through a capacitive coupling, the latter 

type being possible in cases of a very short

distance between transponder and reader.

• Remote coupling systems have a range 

of up to about one meter. The typically 

work in the frequency range below 

135 kHz and at 13.56 MHz. The coupling 

between the reader and transponder is 

done inductively. Remote coupling systems
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are subdivided into proximity cards (maxi-

mum 20 centimeters distance between 

the transponder and the reader) and vici-

nity cards (maximum one meter distance 

between the transponder and the reader).

• Long-range systems have ranges over 

1.5 m to typically ten meters. In exceptio-

nal cases higher ranges are also possible: 

100 meters or even 1 kilometer, as has 

been achieved in the frequency spectrum 

around 5.8 GHz, which is currently in a 

very early developmental stage. The range 

of long-range systems is on the microwave 

scale, in the 868/915 MHz range and in 

the 2.45 GHz range. Long-range systems 

differ from the two systems described abo-

ve through the energy supply of their 

transponders (active) and their data trans-

mission techniques (backscatter).

6.4. The classification of the 

Auto-ID Center

The Auto-ID Center has specified the follow-

ing classes of RFID tags:

• UHF Class 0 [Auto 03]

• UHF Class 1 [Auto 02]

• HF Class 1 [Auto 03b]

Transponders of the two UHF classes above

work at a frequency between 860 MHz and

930 MHz according to the backscatter princi-

ple. Given a transmission power in the read-

er of four watts, a reading distance of up to

seven meters is achieved. In Europe currently

only 0.5 watts of transmitting power are

allowed, making the reading distance much

shorter. Both specifications provide for the

tree-walking procedure as anticollision mech-

anism and support only read-only transpon-

ders. The specification also calls for a way to

permanently deactivate a tag using a pass-

word protected “kill” command (see Section

7.7.6.1.). Complying tags are not allowed to

respond in any way to signals from a reader

after the kill function has been turned on.

UHF-Class-0 tags are written with the Elec-

tronic Product Code (EPC) during the produc-

tion process and cannot be reprogrammed

afterwards. UHF-Class-1 tags can be written

once by the user with the EPC code, and

they act as a WORM medium (write once

read many). It is planned to combine the

UHF classes into a single UHF-Class 1, Gen-

eration 2 [RFID 03]. 

HF-Class-1 tags differ from the classes men-

tioned above in their frequency (13.56 MHz),

and in the anti-collision mechanism used

(the Aloha procedure). Apart from that, the

same requirements are placed on transpon-

ders in this class as on those of UHF Class-1

tags. In particular a deactivation function

(DESTROY command) is also planned for

them.
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7. Threat situation and inventory of 

common security measures

7.1 . Overview

One of the goals of the present study is to

investigate the future threat situation result-

ing from the application of RFID systems

(within a time frame of three to five years),

as well as to assess the effectiveness of securi-

ty measures. The present Chapter describes

the results of this phase of the work.

Sections 7.2 to 7.7 provide an overview of

possible attacks and countermeasures.

Section 7.8 contains an evaluation of the

threat situation, especially with regard to the

practicability and cost of the attacks and

countermeasures. A list of the experts who

were consulted regarding these matters can

be found at the beginning of the study in

the Section "Authors and Experts". Section 7.9

contains a brief description of the current

availability of security measures.

7.2. Basic types of attack

The purpose of RFID systems is to achieve

better congruence between the virtual world

of data and the world of real objects [Flei 01].

It is therefore crucial for the integrity of

RFID systems that three relationships are

assured:

1. The relationship between the data stored 

on a transponder (tag) and the transpon-

der itself. This must be a unique relation, 

because the transponder is identified sole-

ly by the data. The most important part of

the data is a unique ID number (serial 

number). The identity may be additionally 

secured by storing keys or other security 

information on the transponder. It is impe-

rative to prevent the existence of two tags 

bearing the same identity.

2. The relationship between the transponder 

and the tagged item which it is meant to 

identify (mechanical connection). This rela-

tion, too, must be unique in the sense that
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a transponder must never be assigned to 

different items while it is in use.

3. The relationship between transponder and

reader (air interface). This relationship 

must be established in such a way that 

authorized readers can detect the presen-

ce of the transponder and can correctly 

access the data, while access by unauthori-

zed readers is barred.

Figure 7-1 shows the basic types of attack

resulting from these relationships, and they

are explained in the following.

Falsification of contents

Data can be falsified by unauthorized write

access to the tag. This type of attack is suit-

able for targetted deception only if, when

the attack is carried out, the ID (serial num-

ber) and any other security information that

might exist (e.g. keys) remain unchanged.

This way the reader continues to recognize

the identity of the transponders correctly.

This kind of attack is possible only in the

case of RFID systems which, in addition to ID

and security information, store other infor-

mation on the tag.

Falsification of identity (transponder)

The attacker obtains the ID and any security

information of a tag and uses these to

deceive a reader into accepting the identity

of this particular tag. This method of attack

can be carried out using a device that is

capable of emulating any kind of tag or by

producing a new tag as a duplicate of the

old one (cloning). This kind of attack results

in several transponders with the same identi-

ty being in circulation.

Deactivation

This type of attack renders the transponder

useless through the unauthorized application

of delete commands or kill commands, or

through physical destruction. Depending on

the type of deactivation, the reader can

either no longer detect the identity of the

tag, or it cannot even detect the presence of

the tag in the reading range.

Detaching the tag

A transponder is separated physically from

the tagged item and may subsequently be

associated with a different item, in the same

way that price tags are "switched". Since

RFID systems are completely dependent on

the unambiguous identification of the

tagged items by the transponders, this type

of attack poses a fundamental security prob-

lem, even though it may appear trivial at

first sight.

Eavesdropping

The communication between reader and

transponder via the air interface is moni-

tored by intercepting and decoding the radio

signals. This is one of the most specific

threats to RFID systems [FiKe 04].

Blocking

So-called blocker tags simulate to the reader

the presence of any number of transponders,

thereby blocking the reader. A blocker tag

must be configured for the respective anti-

collision protocol that is used.

Jamming

Data exchange via the air interface can be

disrupted by passive means such as shielding

or by active means (jamming transmitters).

As the air interface is not very robust, even

simple passive measures can be very effec-

tive.

Falsifying identity (reader)

In a secure RFID system the reader must

prove its authorization to the tag. If an

attacker wants to read the data with his own

reader, this must fake the identity of an

authorized reader. Depending on the securi-

ty measures in place, such an attack can be

"very easy" to "practically impossible" to car-

ry out. The reader might need access to the

backend in order, for example, to retrieve

keys that are stored there.
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7.3 . Types of attack according to 

their purpose

A person who attacks an RFID system may

pursue various goals, which can be classified

as follows:

1. Spying: The attacker gains unauthorized 

access to information.

2. Deception: The attacker deceives the ope-

rator or user of an RFID system by feeding 

in wrong information.

3. Denial of Service (DoS): The availability of 

functions of the RFID system is compromi-

sed.

4. Protection of privacy: Because the attacker

believes that his privacy is threatened by 

the RFID system, he protects himself by 

attacking the system.

It is not possible to make a clear distinction

between the various purposes. An attacker

may, for example, spy out tag IDs in order to

use them later with the intent to deceive.

The types of attack listed above can now be

assigned to their (primary) purposes (see

Table 7-1).

It should be noted that in a typical context

in which RFID systems are used, there are

two parties with divergent interests [HMM

04]. One the one hand, there is the operator

of the RFID system, hereinafter referred to as

the active party. The active party exercises

control over the data of the RFID system and

over the use to which the data are put. It is 

also this party that issues the tags and

administers the data associated with them.

On the other hand, there is the passive party,

namely the actual carrier of a tag or of a

tagged item. This party is usually a customer

or an employee of the operator. The passive

party possesses tags, but normally has no

influence on how they are used [HMM 04].

The operator is interested in the correct func-

tioning of the RFID system. The passive party

shares these interests only to the extent to

which the advantages offered to him by the

system outweigh the expected disadvantages.

Consumer organizations in particular cur-

rently fear that RFID systems mean an addi-

tional threat to privacy. Some of the types of

attack that have been mentioned, such as

eavesdropping at the air interface, contribute

to the potential threat, while others are

capable of increasing privacy protection and

of strengthening the passive party´s means

of exerting influence. The use of blocker tags

is a case in point. An in-depth analysis of the

interests of the parties participating in an

RFID system, as well as of possible third par-

ties, provides a necessary context for security

strategies, but it cannot be performed in this

study.

Henrici, Müller and Müller [HMM 04] sug-

gested an RFID framework which would

operate without "destructive" elements such

as blocker tags and which, according to the

au-thors, would offer adequate privacy pro-

tection.

Active and 

passive party:

The interests of

the operators of an 

RFID system do 

not coincide with 

the interests of 

their customers 

or employees.
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Deactivating
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Eavesdropping

Blocking

Jamming

Falsifying identity (reader)

Table 7-1: Types of attack according to their purpose
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7.4 Digression: Attack on the backend

An RFID system has to rely on the fact that

the data which have been accessed by a

reader are linked with other databases via

additional communication channels. The

security aspects in this so-called backend of

the RFID system are not specific to RFID and

therefore do not belong to the core topic of

this study. Nevertheless, at the very least, let

us provide an overview of conceivable

attacks on the backend at this point, espe-

cially since it is feasible that, taking every-

thing into account, the security risks are

greater here than in the frontend area.

Figure 7-2 shows a possible architecture for

backend processing in an RFID system (based

on the concept of EPCglobal, cf. [EPC 04]).

The reader is embedded in a network based

on Savant software and uses a central Object

Name Service (ONS). The Savant computer

transmits every serial number that has been

read to the ONS server and is given in return

the address of a server which administers the

data associated with it (PML server). The for-

mat used for these data is Physical Markup

Language (PML).

In principle, all Intranet and Internet connec-

tions run the risk of being subject to eaves-

dropping, and all computers connected to

the Internet are threatened by intrusion

(hacking and cracking) and the introduction

of software anomalies (mainly viruses and

worms). This could also mean that the identi-

ty of a reader with authorized access to the

backend might be falsified. However, as

already mentioned, these are not security

problems specifically linked to RFID, and

they are therefore not dealt with in detail

here. Attacks on the backend can be averted

with the usual IT security procedures, which

are easier to adapt to new requirements than

is the case with security procedures imple-

mented on the tags.

One must, however, remember that, for the

very first time, thanks to RFID systems, large

portions of the physical world can be repre-

sented in the virtual world in near-real time.

Databases are being generated from which,

Administration 

of data in the

backend: 

For the majority 

of applications 

it is sufficient to 

store only 

ID numbers 

on the tags. 

The data 

associated with

them are 

administered 

in databases 

in the so-called 

backend of the 

RFID system.
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Figure 7-2: Possible architecture of the backend of RFID systems and relevant types of attack
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in particular, movement profiles of objects

and information derivable from them can be

extracted which previously were not avail-

able in the same density. This means that the

motivation of attackers as well as the poten-

tial extent of the damage following success-

ful attacks could attain a new order of mag-

nitude.

7.5. Threat to the active party

This Section examines the threat from the

perspective of the active party, that is to say,

the party that operates the RFID system.

In principle, the attacker could be the pas-

sive party (employees or customers), or it

could be a third party (competitors, industri-

al spies, cyber-terrorists).

7.5.1. Spying out data

An attacker can spy out data in the following

manner:

(a) He can use his own receiver to eaves

drop on the communication between 

tags and readers. In this case the dis-

tance could be greater than the stan-

dard reading distance (see Section 7.8.2).

(b) He can use his own reader to read data 

from the tags. The device can be instal-

led in a hidden place, or it can be used 

in a mobile manner. If the reader requi-

res authentication, the attacker must be

able to falsify the identity of the reader.

7.5.2. Feeding in false data (deception)

An attacker can carry out the following

attacks for the purpose of deception:

(c) He can change the contents but not the

ID (serial number) of an existing tag. 

This is only possible if the data associa-

ted with the ID are stored on the tags 

themselves (and not in the backend), 

which for most applications is not neces-

sary.

(d) The attacker can emulate or duplicate 

tags (cloning) in order to trick the rea-

der into accepting their identity. To 

achieve this, he must first find out at 

least the IDs (serial numbers) and, 

depending on the security procedures, 

also any passwords or keys.

(e) The attacker can detach the tag from 

the tagged item in order to conceal the 

movements of the item from the reader,

or to pass another item off as the origi-

nal tagged item. Depending on the 

mechanical security measures in place, 

he will have to damage the tagged item

to achieve his goal, which in many cases

greatly diminishes the usefulness of the 

attack.

7.5.3. Denial of service

An attacker has a large number of ways in

which to impair the correct functioning of

an RFID system and thus to undermine the

congruence between the real and the virtual

world which these systems seek to achieve:

(f) Tags are destroyed by mechanical or 

chemical means (through bending, by 

applying pressure or tension loads, 

through the action of acid, etc.).

(g) Tags are destroyed through the effect of

electromagnetic fields, similar to the 

normal procedure for deactivating 1-bit 

transponders (theftproofing). In princi-

ple, this effect can be achieved by trans-

mitters designed specifically for this pur-

pose, but also by microwave ovens or 

powerful inductive sparks.

(h) Tags are put out of action through the 

misuse of delete or kill commands. Such

misuse presupposes the ability of the 

attacker to fake the identity of an au-

thorized reading or writing device.

(i) The battery of an active tag is dischar-

ged by a series of queries. This method 

does not work in the case of passive 

tags, because they derive their energy 

exclusively from the supply field provi-

ded by the reader.

(j) A blocker tag simulates the presence of 
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any number of tags to the reader in 

order to prevent the actually provided 

tags from being read.

(k) Jamming transmitters prevent communi-

cation between reader and tag. In order

to be effective over long distances, very 

powerful transmitters would be requi-

red. Such an attack would be easy to 

detect.

(l) Reflecting objects are capable of cancel-

ling an electromagnetic field.

(m) The proximity of, for example, water, 

metal or ferrite leads to detuning of the

field frequency.

(n) Metal foils or bags fitted with metal 

strips shield the tags from electroma-

gnetic fields.

Very little experience has been gathered so

far on the practical execution of these

attacks and the effectiveness of countermea-

sures. Some expert opinions are presented in

Section 7.8.2.

7.6 . Threat situation for the 

passive party

This Section describes the threat situation

from the perspective of the passive party.

This party might be, for example, a customer

or an employee of the operator. The passive

party uses tags or items that have been iden-

tified by tags, but the party has no control

over the data which have been stored on the

tags.

Any discussion on the risks posed to the pas-

sive party by RFID has so far been dominated

by the topics of data protection or threats to

privacy. In contrast, any other conceivable

disadvantages, such as the technical risks

being shifted from the active to the passive

party, or the growing tendency to patronize

the user [cf. Hilt 04], are hardly ever dis-

cussed. At this point we simply want to men-

tion the relevance of these questions. These

aspects of the subject will be raised again in

Chapter 10 when fictitious examples will be

discussed.

Privacy can be threatened by the active party

or by a third party. It is obvious that in the

first case no attack on the RFID system is

required, because the system is under the

complete control of the active party. The

active party might, for example, violate cur-

rent data protection (privacy) legislation by

passing on sensitive data without the knowl-

edge of the persons involved.

In the second case, a third party attacks an

RFID system in order to gain unauthorized

access to data. The consequences for the pas-

sive party are very similar to those in the

first case, as sensitive data get into the

wrong hands without the knowledge and

agreement of the persons concerned.

7.6.1. Threat to data privacy

Storing person-specific data in an RFID sys-

tem can threaten the privacy of the passive

party. We will deal here only with the RFID-

specific aspects of the threat situation:

(a) By eavesdropping on the air interface or

by unauthorized reading of tags, a 

potential attacker has new methods at 

his disposal for gaining unauthorized 

access to data.

(b) Apart from person-specific data, even 

potentially person-specific data could 

increasingly become the target of an 

attack. Although these data are anony-

mized or pseudonymized, the probabili-

ty is high that they can be deanonymi-

zed later and therefore allow plausible 

conclusions to be drawn about individu-

als. With RFID, the temporal and spatial

density of data traces left by individuals 

increases, thereby in purely statistical 

terms improving the chances of deano-

nymization.

(c) The resulting high degree of congru-

ence between the virtual and the real 

world, which is a declared goal of using

RFID systems, may give rise to the urge 

on the part of active parties as well as 

third parties (e.g. also state regulatory 

bodies) to perform new evaluations 

Data Privacy: 

Data which allow 

statements about 

persons to be 

deduced must 

be protected 

against 

unauthorized 

access.

Potentially 

person-specific

data:

By combining 

data, it is possible

to assign even 

anonymized data

to specific 

persons with 

considerable 

accuracy.
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which may not necessarily be in the 

interest of the passive parties. As the 

data become more easily accessible, the 

risk increases that databases will sooner 

or later be evaluated for purposes other 

than those originally intended, without 

the knowledge of the persons affected.

7.6.2 . Threat to location privacy

Assuming that tags will remain in the posses-

sion of the same person over long periods of

time, repeated reading of IDs (serial num-

bers) allows movement profiles (tracking) to

be generated. This possibility becomes a

threat to privacy, if and when RFID systems

become a ubiquitous part of everyday life.

Even if nothing but IDs are transmitted dur-

ing the readout of RFID tags, while all other

data are shifted to the backend, a threat to

privacy can result. The more tags there are

in circulation, the better the chances that

tracking can be carried out. Tracking more

than one person also allows contact profiles

to be established.

Again, a specific characteristic of RFID is the

possibility of eavesdropping on the air inter-

face. On the other hand, the possibility can-

not be excluded that attacks in the backend

area pose a bigger threat to privacy than

attacks at the air interface. Compared to the

use of mobile telephones, the use of RFID

tags generates more precise data traces,

because not only the geographical location,

but also the concrete interaction with exist-

ing firms and infrastructures can be deter-

mined.

Kapitel 7.7. Security precautions

Kapitel 7.7.1. Authentication

When authentication is carried out, the iden-

tity of a person or a program is checked.

Then, on that basis, authorization takes

place, i.e. rights, such as the right of access

to data, are granted. In the case of RFID sys-

tems, it is particularly important for tags to

be authenticated by the reader and vice-ver-

sa. In addition, readers must also authenti-

cate themselves to the backend, but in this

case there are no RFID-specific security prob-

lems.

7.7.1.1. Checking the Identity of the tag

When the RFID system detects a tag, it must

check its identity in order to ascertain if the

tag has the right to be part of the system at

all. A worldwide and unambiguous regula-

tion for issuing ID numbers, as proposed, for

example, in the form of the Electronic

Product Code (EPC), offers a certain amount

of protection from falsified tags. At the very

least, the appearance of numbers that were

never issued or of duplicates (cloning) can be

recognized in certain applications.

In addition, authentication may take place

via the challenge-response system, in which

the reader sends a random number or a time

stamp to the tag (challenge) which the tag

returns in encrypted form to the reader

(response). The key used in this case is a

jointly known secret by means of which the

tag proves its identity. The decisive element

in this procedure is the fact that the key

itself is never transmitted and that a differ-

ent random number is used for every chal-

lenge. As a result, the reader cannot be

deceived by the communication being

recorded and replayed (replay attack). This

unilateral authentication procedure is

defined as a "symmetric-key two-pass unilat-

eral authentication protocol" in ISO Standard

9798.

An attacker would have to get hold of the

key which is stored both on the tag and in

the backend of the RFID system. In order to

do so, it would be necessary to decode the

response data that were transmitted in

encrypted form, which is a very complex if

not almost impossible task, depending on

the length of the key. In principle, the key

could also be read by physical means from

the storage cells of the chip, but this would

require very complicated laboratory meth-

Location privacy: 

Data from which 

current or previous 
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individuals can 

be deduced must 

be protected from 

unauthorized

access.

Authentication 
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The purpose of 
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as possible the 

falsification of

transponders.
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ods, such as the "Focused Ion Beam" (FIB)

technique. In this procedure, an ion beam

removes very thin layers (a few layers of

atoms) in separate steps so that the contents

can be analysed microscopically.

A challenge-response method can also be

used for the mutual authentication of reader

and tag. In this case, the tag must also be

capable of generating random numbers (see

Section 7.7.1.3).

7.7.1.2. Checking the Identity of 

the reader

The simplest method of authenticating the

reader in relation to the tag is to use pass-

word protection, i.e. the reader identifies 

itself to the tag by transmitting the pass-

word. The transponder compares this pass-

word with the password stored in memory. If

both are identical, the tag grants full access

to the stored data. Some products grant pass-

word protection for selected areas of memo-

ry.

In simple systems, all tags contain the same

password in a protected area of their memo-

ries. In more sophisticated read-only systems

every transponder is assigned an individual

password by the manufacturer, which is then

stored in its memory by means of a laser.

Variable passwords are capable of providing

better protection, but they only work with

read-write transponders. The length of a typi-

cal password would be 8, 24 or 32 bits.

Password systems without encryption are

regarded as a weak method of identification,

because they allow eavesdropping on pass-

word transmission via the insecure air inter-

face. In addition, short passwords can be

cracked simply by systematic trial-and-error.

Password systems without encryption might

be adequate in cases where the tag is

addressed just once or where the danger of a

password being discovered by spying is

already low. If access is needed only a limited

number of times, a list of once-only pass-

words stored in the transponder and in the

back-end can also be used instead of a single

password.

In contrast to cryptographic procedures, such

password systems make few demands on the

tags and can be implemented with simple

read-only tags.

Improved security against unauthorized read-

outs is achieved by the hash-lock procedure.

In this case, before a tag is written to for the

first time, a so-called meta ID is generated

from a key as a pseudonym for the tag. This

is done with the aid of a hash function, the

calculation of which is practically irre-

versible, and the meta ID is stored in the tag.

From that moment on the tag is locked, that

is to say, it reacts to the signals of a reader

solely by transmitting the meta ID. To unlock

the tag, the reader must retrieve from a

backend database the key that belongs to the

meta-ID and then transmit it to the tag. The

tag applies the hash function to the key it

has received and checks whether the result is

identical with its meta ID. If this is the case,

the reader is authenticated and the tag

allows access to its data.

It would be almost impossible for an attacker

to calculate back to the original key. There-

fore in many practical deployment areas a

meta ID is sufficient protection against unau-

thorized readout. However, during transmis-

sion via the air interface the secret key

belonging to a meta ID can be spied out by

an attacker who can later deceive the tag

into recognizing a reader as authorized

(replay attack). The hash procedure can be

implemented for transponders even without

using sophisticated cryptoprocessors [Weis

03], so that this procedure can be used even

for inexpensive transponders.

Maximum protection against unauthorized

access to the tags is provided by authentica-

tion procedures with encryption according to

the challenge-response principle (strong cryp-

tographic procedures) mentioned above.

However, these procedures presuppose that
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the tag can not only execute cryptographic

algorithms but can also generate random

numbers. In the case of tags which fulfill 

these requirements and can therefore check

the authorization of the reader at a high

security level, it is not worthwhile to make

compromises when the reverse problem

occurs (authentication of the tag to the read-

er), because the processing capacity of the

reader or of the backend does not constitute

a bottleneck. Consequently, in the case of

high-performance transponders strong mutu-

al authentication procedures are appropriate

(see Section 7.7.1.3.).

7.7.1.3. Strong mutual authentication

ISO Standard 9798 defines various challenge-

response procedures for strong authentica-

tion in the case of contact smart cards and

RFID systems, including mutual authentica-

tion according to the “three-pass mutual 

authentication protocol”.

When a tag receives a "get challenge" com-

mand from a reader, it generates a random

number A and sends it to the reader. The

reader in turn generates a random number B

and with it and the random number A gene

rates an encrypted data block (token T) on

the basis of an encryption algorithm and a

secret key K. The data block is then returned

to the tag. Since both sides use the same

encryption algorithm and since the key K is

stored on the tag, the tag is capable of

decrypting the token T. If the original ran-

dom number A and the random number A´,

which has now been decrypted, are identical,

this proves the authenticity of the reader.

The procedure is now repeated in order to

authenticate the tag to the reader. In this

case, a second token S is generated in the tag

and is transmitted to the reader. If the

decrypted random numbers B and B´ are

identical, then the authenticity of the tag vis-

à-vis the reader has also been proved.

In this procedure no secret keys are ever

transmitted via the insecure air interface.

Instead only encrypted random numbers are

used, which gives a high degree of protec-

tion against unauthorized access. Nor can
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recording and subsequently replaying the ini-

tializing sequence (replay attack) gain access

to the tag or the reader.

Apart from the authentication procedures

based on symmetrical cryptography, which

are described here, procedures based on

asymmetrical cryptography are also conceiv-

able for use within RFID systems.

7.7.2. Encryption

Encryption of the data being transmitted is

one method of protecting against anyone

eavesdropping on communication via the air

interface. Encryption is closely linked with

authentication. If a transponder is designed

for strong cryptographic procedures, not

only strong mutual authentication but also

secure encryption of the data that are subse-

quently transmitted can be achieved. In par-

ticular, the three-pass authentication proce-

dure described above can be used to gener-

ate a joint temporary key (session key) from

the random numbers of the initialization

sequence to encrypt the data which will sub-

sequently be transmitted.

If, however, the transponder does not sup-

port strong cryptographic procedures, only

weak authentication is possible. For the same

reasons, reliable encryption of subsequently

transmitted data is then not possible either.

The most effective protective measure

against an attack involving eavesdropping at

the air interface is, however, not to store any

contents on the tag itself and instead to read

only the ID of the tag. The data associated

with the tag are retrieved from a backend

database. This measure, which is most often

recommended in the technical literature and

which is assumed by EPCglobal [EPC 04],

offers the additional advantages that less

expensive tags can be used, the memory for

the associated data in the backend is practi-

cally unlimited, and the usual procedures for

data management and IT security can be

employed.

The problem of protecting the air interface

against eavesdropping is thus limited to the

authentication procedure and the transmit-

ting of the ID number. The authentication

problem is solved by applying the authenti-

cation procedures (see Section 7.7.1.), and

eavesdropping to obtain the ID does not con-

stitute a threat in many applications, for

example in a production process. In the case

of widespread applications, however, eaves-

dropping on the ID may threaten the loca-

tion privacy of the persons carrying tagged

items and may thus raise data protection

problems. In such situations countermea-

sures such as eavesdropping-proof anti-colli-

sion protocols and pseudonymizing of the

tags could offer a solution (see the following

Sections).

For applications where relevant contents

have to be stored on the tags themselves,

only strong encryption procedures can pro-

vide reliable protection against eavesdrop-

ping.

7.7.3. Anti-collision protocols that are 

safe from eavesdropping

With anti-collision protocols based on a bina-

ry tree search (tree walking) (see Section

5.2.4), the ID numbers of the tags can be

deduced from the signals of the reader, even

from a considerable distance [LLS 00]. For

this reason, alternatives to the tree-walking

procedure have been suggested which would

preclude the extraction of ID numbers

through eavesdropping on the downlink

(data transmission from reader to tag).

Neither of the measures mentioned have any

influence on the possibilities that exist for

obtaining ID numbers through eavesdrop-

ping on the uplink (data transmission from

tag to reader). Their usefulness is derived

from the fact that, because of the low trans-

mitting power of the passive transponder

and because of the superimposition of the

strong signals from the reader, the uplink

can normally only be monitored at a shorter

distance than the downlink. However, this

Replay attack: 
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evaluation is called into question by more

recent investigations conducted by the BSI, at

least for inductively coupled transponders in

the 13.56 MHz range [FiKe 04].

7.7.3.1. Silent tree-walking

This modification of the tree-walking proce-

dure was suggested by Weis et al. [WSRE 03].

Instead of actively "calling out" in clear text

the next branch in the binary tree, the read-

er merely transmits to the tags in the read-

ing field the request for them to transmit the

next bits of their ID numbers. The reader

interrogates the areas of corresponding bit

sequences of all tags in descending order

until a collision occurs at point i. At this

point the reader branches off the query of

the sub-trees by means of a SELECT com-

mand. Then, in contrast to normal tree walk-

ing, it is not the entire already known sec-

tion of the address space that is transmitted,

but rather an XOR value made up of the cur-

rent bit at point i together with the preced-

ing bit. The tags in turn form an XOR value

out of this particular value and their own bit

and compare the result with the next digit of

their ID number. If there is a match, they are

selected and transmit the next bit. An attack-

er operating from a distance, who can only

eavesdrop on the downlink from the reader

to the tag, does not find out the complete ID

number. Those areas of the ID numbers

where no collision occurs remain hidden to

him, so that the attacker cannot find out the

selected sub-tree, nor can he, by reversing

the XOR function, ascertain the bit values

transmitted by the reader.

In contrast to normal tree walking, this pro-

cedure cannot be implemented with read-

only tags, because a dynamic memory is

needed. This makes silent tree-walking more

expensive than simple tree-walking.

7.7.3.2. Aloha procedure with 

temporary IDs

The specifications of the Auto ID Centre for

Class 0 tags contain an alternative procedure

to tree walking in which the ID numbers of

the tags are not transmitted on the forward

channel (downlink), which is subject to eaves-

dropping [Auto 03]: Instead of identifying

themselves with their ID numbers, the tags

initially identify themselves with a random

number which is newly generated in each

reading cycle and serves as a temporary ID

number. The reader uses this number in

order to mute a recognized tag individually.

After all the tags in the reading field have

been recognized, their actual ID numbers are

queried by transmitting the temporary ID.

With this procedure, an attacker eavesdrop-

ping on the downlink can merely detect the

random numbers used for temporary identifi-

cation. As a precondition for this procedure,

tags must have a random number generator

and also possess a function for being muted.

7.7.4. Pseudonymization

Pseudonymization can mask the identity of a

tag so that only authorized readers can find

out the "true" identity of the tag. The hash-

lock procedure described above (see 7.7.1.2.)

is based on pseudonyms (meta IDs) being

assigned. However, since a tag retains the

same meta ID over its entire lifetime, this

procedure does not offer any protection

against the tracking of tags. The hash-lock

procedure can thus contribute to the protec-

tion of data privacy but it does not help to

improve location privacy. For this reason, sev-

eral extensions of the hash-lock procedure

have been suggested.

7.7.4.1. Randomized hash-lock

This procedure, proposed by Weis et al.

[WSRE 03], is based on the dynamic genera-

tion of a new meta ID every time a readout

event occurs. For this purpose, at every acti-

vation the tag generates a random number r

which is hashed with the true ID number of

the tag. The random number and the hash

value h are transmitted to the reader by the

tag. In order to calculate the true ID number

of the tag, the operator of the reader must

know all the ID numbers belonging to the
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application in question. The reader or its

server now generates the hash values of all

known ID numbers, using the random num-

ber generated by the tag, until a correspon-

ding hash value is found. At that point the

ID number of the tag has been found.

If there are a large number of tags, this pro-

cedure is not really practicable. But despite

these limitations it is of interest for use with

an RFID system, because it can be imple-

mented with minimal cost. However, it pre-

supposes that the tags have a random num-

ber generator.

7.7.4.2. Chained Hashes

Ohkubo et al. [OSK 03] suggest the chained

hash procedure as a cryptographically robust

alternative. At every activation the tag calcu-

lates a new meta ID, using two different hash

functions. First the current meta ID is hashed

in order to generate a new meta ID which is

then hashed again with the aid of the sec-

ond function. It is this second meta ID that is

transmitted to the reader. For the purpose of

decoding, the reader must hash until a

match with the meta ID transmitted from

the tag has been found. The advantage of

this procedure is that it is not sensitive to

repeated attempts to spy out the meta ID

during transmission via the air interface. An

attacker would not be able to back calculate

the meta IDs that have been spied out, with

the result that the anonymity of all preced-

ing database entries (log entries) of the tag

in question is preserved.

7.7.4.3. Procedure by Henrici and Müller

Henrici and Müller [HeMü 04] propose a pro-

cedure which makes possible the mutual au-

thentication of tag and reader, as well as

encryption of communication, and which

also ensures the protection of "location priva-

cy". In addition, no keys or other usable data

are stored for any length of time on a tag,

thus making physical attacks on the chip

hardware uninteresting. The procedure gets

by with a minimum exchange of information

and is also resistant to interference on the

transmission channel (air interface).

In order to ensure location privacy, the tag

ID is changed regularly. The tag never dis-

closes the current ID but only its hash value.

The latter is calculated by the tag on the

basis of in each case new transaction num-

bers which are synchronized with the back-

end of the reader. These features prevent

attacks such as replay attacks and detect

information losses. Two entries per tag are

stored in the backend database, because the

possibility of losing the last message from

the backend to the tag must be taken into

account. The more complicated data man-

agement and synchronization in the backend

area do not, however, represent any signifi-

cant limitation, because sufficient resources

exist here. By contrast, relatively modest

demands are made regarding the hardware

of the tag. The chip must be capable of cal-

culating hash values, whereas a random

number generator is not needed.

The scalability of the procedure makes it

interesting for mass deployment. Assuming

mass production, the authors of the proce-

dure estimate the implementation costs at

0.5 euro cents per tag. This means that the

procedure can be implemented economically

even for low-end tags.

7.7.5. Preventing readout

In contrast to most other everyday electronic

products, RFID tags do not have an on/off

switch. Therefore they can be activated from

outside at any time without the owner even

noticing that this has happened.

So-called blocker tags were developed [JRS

03] as a method of temporarily preventing

the authorized or unauthorized reading of a

tag.

7.7.5.1. Use of blocker tags

A blocker tag is a transponder or a piece of

equipment with a high degree of functionali-

ty that pretends to be a transponder and sim-
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ulates all possible ID numbers to a reader. By

constantly replying to every demand by the

reader to transmit data, a blocker tag makes

it impossible to scan the tags that are simul-

taneously present in its environment. The

tags that are actually present are effectively

hidden within a mass of virtual tags (in prac-

tical terms, several billions of tags). Juels et

al. have suggested equipping blocker tags

with two aerials so that any prefix singula-

tion can be answered simultaneously with 0

and 1. This kind of blocker tag can effectively

block readers that function according to the

binary tree procedure.

In order to prevent blocker tags from causing

a complete blockage of all RFID applications

in practice, procedures have been proposed

which would allow blocker tags to block only

certain areas of the ID address space [JRS 03].

In this way protected address spaces can be

set up where reading is blocked without oth-

er applications being impaired.

The reliability of passive blocker tags is poor.

Since a passive blocker tag is activated

through the energy of the electromagnetic

field of the reader to be blocked, the reliabil-

ity of the protection is restricted by the ran-

dom spatial orientation, by shielding effects

and by the distance between the blocker tag

and the reader. In addition, the user is

unable to ascertain that the blocker tag is

functioning correctly.

Unwanted interference from desired RFID

applications in the vicinity cannot be exclud-

ed and also cannot be directly detected.

7.7.6. Permanent deactivation

Permanent deactivation of a transponder at

the end of its use phase is the most reliable

method of protecting it from future misuse

of any kind. On the other hand, permanent

deactivation also prevents any advantages

from being derived at a later date from RFID

-- e.g. in the case of smart labels the use of

data for exchange, repair, re-selling or recy-

cling.

7.7.6.1. Kill command

A kill command enables the anonymization

of transponders by making the readout of

tags permanently impossible. This protects

persons carrying tagged items from being

surreptitiously identified and thus from

being tracked.

A kill command was already included in the

Auto ID specification [Auto 02] published in

2002. The current EPCglobal specification of

the Auto ID Center defines an 8-bit kill com-

mand protected by a password. According to

the specification, once they have been deacti-

vated by the password-protected kill com-

mand, conforming tags may no longer react

to the signals of a reader [Auto 03].

The procedures discussed so far are based on

deactivation by software technology. This

means that theoretically the future reactiva-

tion of a tag would be possible.

The kill command is being discussed as a

possible means of deactivating smart labels

on consumer goods at the point of sale.

However, consumers are hardly able to check

whether the labels have actually been per-

manently deactivated. From the point of

view of data protection, the effectiveness of

the kill command remains questionable,

because kill procedures used up to now

delete merely the variable memory cells in

the transponder but not the unique ID num-

ber. In addition, deactivation by means of a

password is not very practical if, after shop-

ping, consumers must deactivate the tags

one by one and manually.

7.7.6.2. Field-induced deactivation

Electromagnetic deactivation of the hard-

ware via a predetermined rupture (burnout)

point, as used in known anti-theft systems 

(1 bit transponders) would also be feasible

but it is so far not being offered.

Blocker tags: 

They overtax

the reader and 

thus prevent 

other tags in 

the vicinity 

from being read.

Kill command: 

The ID number 

can remain 

stored in the tag

even after 

the kill function 

has been used.
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7.7.7. Transforming fair information 

practices into RFID protocols

Starting with the principles of "Fair Informa-

tion Practices (FIP)" which are the basis of,

among other things, the European Data

Protection Directive 95/46/EC [EC95], 

Flörkemeier et al. propose measures which

are meant to create transparency regarding

the operators of a reader and the use to

which data are put [FLS 04]. Proceeding from

the assumption that current RFID protocols

were optimized above all according to tech-

nical performance criteria and costs but not

with regard to privacy protection, the pro-

posals suggest modifications of current RFID

protocols which would be easy to implement.

Basic principles of FIP regarding purpose,

limited usage, transparency and responsibili-

ty can be implemented through relatively

minor changes in existing RFID protocols.

This also means that queries by readers must

not remain anonymous but must show the

unambiguous ID of the reader. If data protec-

tion principles are violated, the operator of

the reader could then be identified and held

responsible. Also, in each case the purpose of

gathering the data should be communicated

by the reader, for example a readout of serial

numbers for marketing purposes. RFID trans-

ponders could be programmed in such a way

that they only respond by giving their serial

numbers when asked to provide the desired

declaration of purpose, e.g. for payment.

The additional information about the opera-

tor of the reader and the purpose of the data

gathering could be decrypted with the aid of

a special display device and made visible to

the owner of the tags. In this way, the user

of the tags is to a certain degree given the

chance of checking the function of the tags

and of understanding the use to be made of

the data that have been read out. The advan-

tage of this procedure is that relatively minor

additional effort is required in order to imple-

ment it in existing RFID systems. The transpar-

ency thus created could contribute to retain-

ing or regaining the trust of the passive party.

7.8 . Evaluation of the threat situation 

and discussion of the security 

measures

7.8.1. Overall evaluation

The experts were initially asked for their gen-

eral estimate of how relevant security ques-

tions are in the case of RFID applications.

The following points emerged:

• At the present time, any threat caused by 

attacks on RFID systems is very minor com-

pared to the technical difficulties involved 

in using these systems in practice.

• The threat potential might increase if RFID

systems were employed on a massive scale.

Their widespread use might trigger temp-

tations to attack the systems or to evaluate

the information in a way that compro-

mises privacy.

• Wherever RFID systems have repercussions

on physical safety (hospitals, safety-critical 

spare parts, personal identification), IT 

security is of particular importance.

• On the whole, privacy is threatened less by

attacks on RFID systems than by their nor-

mal operation.

• Opinions differ regarding the additional 

risks to privacy caused by RFID; they range

from zero risk (everything is already pos-

sible using existing systems) to very high 

risk (tracking through RFID as a new kind 

of surveillance).

• Security measures increase not only the 

fixed costs but also the variable costs of 

RFID systems. In the case of security proce-

dures, too, costs can only be reduced 

through high-volume use.

7.8.2 . Evaluation of individual types of 

attack and discussion of 

countermeasures

The results of expert assessments have been

collected in Table 7-2 and will be explained

below. The attacks listed correspond to the

attacks (a) to (n) described in Section 7.5. The

costs that the attacker must incur as well as

the costs that arise from countermeasures

Fair information 

practice: 

It must be 

clear who 

gathers data 

when and for 

what purpose.
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are essential elements in any evaluation of

the mid- to long-term risks arising from the

attacks. We can only make a qualitative esti-

mate of these costs. The estimates given in

Table 7-2 have been derived from the techni-

cal preconditions of the attack in question,

or of the countermeasures. Countermeasures

that are incorporated on the tag can often

be cheaply implemented during large pro-

duction runs. In this context, additional costs

for security measures which are in the same

order of magnitude as the costs for the sys-

tem without additional security are designat-

ed as medium-range costs. High-cost counter-

measures are those that cannot be imple-

mented in practical terms without a genera-

tional change in technology.

Eavesdropping on the communication 

between the tag and the reader

Eavesdropping on the air interface is in prin-

ciple possible. The risk increases with the

maximum reading distance needed for the

regular reading process. In the case of

transponders with a very short range, the

risk is small.

In the case of inductively coupled systems

(below 135 kHz, 13.56 MHz) eavesdropping

on the downlink is possible over a distance

of up to several tens of meters, whereas the

uplink can only be eavesdropped on over a

much shorter range, namely approximately

up to five times the maximum specified read-

ing distance. These are theoretical estimates
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Attack Cost Countermeasures Cost

Eavesdropping on communica-
tion between tag and reader

high
Shift data to the backend
Shielding 
Encoding

medium

Unauthorized reading of data medium to high
Detectors
Authentication

medium

Unauthorized modification of
data

medium to high
Read-only tags
Detectors
Authentication

low to medium

Cloning and emulation medium
Recognizing duplicates
Authentication

medium

Detaching the tag from the 
tagged item

low
Mechanical connection
Alarm function (active tags)
Additional features

low to medium

Mechanical or chemical
destruction

low Mechanical connection low to medium

Destruction through 
field effect

medium
Self-healing fuse 
(only limited effectiveness)

low when series-
produced

Destruction through misuse of
a kill command

medium Authentication medium

Discharging of battery
(only active tags)

medium Sleep mode
low when series-
produced

Blocker tag low
Banned in standard 
business conditions

low

Jamming transmitters medium to high
Measurements, Frequency
Division (Duplex) (FDD)

medium to high

Cancellation of fields low (but difficult) None -

Field detuning very low Active frequency control medium to high

Shielding very low
Improved reading stations
(only limited effectiveness)

medium

Table 7-2: Attacks on RFID systems and the respective countermeasures
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which are based on the relation between the

transmitting power of the reader and of the

tag. In their experiments, Finke and Kelter

have shown that eavesdropping on the com-

munications of RFID cards according to ISO

14443 (13.56 MHz, operating range 10 to 15

cm) is possible at a distance of up to at least

two meters [FiKe 04]. In that study by the BSI

the difference between the transmission pow-

er of the reader and that of the tag proved

to be not very important for eavesdropping

purposes. It would be advisable to carry out

more investigations regarding the possibili-

ties and conditions for eavesdropping on

inductively coupled tags.

In the case of backscatter systems (868 MHz

and 2.45 GHz) eavesdropping on the down-

link is possible up to a distance of 100 to 200

m, at a power output of 2 Watts; with the

help of a directional aerial, this type of eaves-

dropping is possible up to a range of 500 to

1000 meters. The distances at which eaves-

dropping can be carried out on uplinks are

shorter by two to three orders of magnitude

and are therefore in the range of just a few

meters. The fact that these data are so impre-

cise reflects the lack of reliable knowledge.

Here, too, we are dealing with theoretical

estimates which still need to be validated by

systematic experiments.

In general, when eavesdropping occurs from

a distance there is a problem in spatially

allocating signals, because signals from dif-

ferent sources are superimposed on each oth-

er. This makes eavesdropping from a long

distance even more difficult.

The costs for the attacker are high, since in

every case professional equipment and know-

how for decoding the data are needed. It

should be remembered that building a nor-

mally functioning RFID system configuration

is also not a trivial matter, because its reliabili-

ty depends on a multitude of influencing fac-

tors (reflections, shielding, signal-to-noise-

ratio, etc.). The conditions for an eavesdrop-

ping attack from a great distance would be

even less favour-able, especially at high band-

widths such as 106 –848 Kbit/s in systems

according to ISO 14443.

Countermeasures:

• Shift all data except the ID to the backend.

This is also to be recommended for rea-

sons of data management.

• Shield zones where readers are being used

against electromagnetic radiation (metal 

foil wallpaper)

• Encode data transfer

Under normal conditions, the costs for 

countermeasures need not be high in 

order to provide good protection against 

eavesdropping at the air interface.

Unauthorized reading of the data

This kind of attack requires a reader that can

be deployed covertly, without being noticed.

For the customary reading distance, this is

feasible without incurring unreasonable

costs. The attacker has to acquire a reader

and possibly take the trouble of surreptitious-

ly installing it. Software products are already

being advertised which are used on mobile

readers and are capable of reading and writ-

ing on simple tags, e.g. in supermarkets

(Klaß 04).

The possibilities of such attacks are very lim-

ited due to the short range involved and can

therefore be prevented in a controlled envi-

ronment. Special manufacturing of readers

with longer ranges is only possible within

narrow physical limits and at great expense.

In the case of inductively coupled systems,

the range can be approximately doubled, but

only with considerable effort. One meter is

regarded as the definitive upper limit in the

case of inductive coupling.

In the UHF range, transmitting power is lim-

ited by law to two Watts, which enables read-

ers to operate at a maximum distance of

three to five meters. In order to read at a dis-

tance of ten meters, a transmitting power of

about 30 Watts would be needed, and for

reading at a distance of 20 meters, as much
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as 500 Watts of transmitting power would be

required. This is the kind of power put out

by broadcast transmitters and would not be

practical for a covert operation. Increasing

the reading distance is also complicated by

the fact that the weak signal of the tags is

more and more "overwhelmed" by the

stronger signal of the reader. For functional

reasons alone, many RFID applications will

use tags with very short reading distances,

for example smart cards or banknotes.

Thus, the chances of surreptitiously reading

passive transponders are spatially very limit-

ed. The situation is totally different where

active transponders are concerned, but most

of the time it is not necessary to use active

tags for identification purposes (a typical

application is finding the location of objects).

As a result, these applications normally do

not come under the RFID category.

Countermeasures:

• Shift the data to the backend

• Detectors which recognize the power field 

of the reader

• Authentication: Various methods of au-

thenticating the reader with respect to the

tag are conceivable (e.g. according to ISO 

9798. see Section 7.7.1.).

The costs of the countermeasures may be

low, if the desired goal can be achieved by

using only a few detectors. A weaker variant

could also be to conduct a random search for

readers. Authentication would raise the unit

price of tags significantly in cases where oth-

erwise simple read-only tags would be suffi-

cient. According to expert estimates it can be

expected that mass-produced tags using the

challenge-response procedure will remain

three to five times more expensive than the

simplest tags.

According to Infineon, however, the price dif-

ference should not be greater than 20 per cent.

Unauthorized modification of data

In the case of re-writable tags the possibilities

for unauthorized modification of the data as

well as the countermeasures are the same as

those in the case of unauthorized readout (see

above).

If, on the other hand, read-only tags are used,

unauthorized modification of the data is

intrinsically impossible. This must be

weighed against other security disadvantages

of the read-only tags, which do not permit

any encryption and at best allow only weak

authentication (password without protection

against replay attacks).

Cloning and emulation

In the case of cloning, the data content of a

tag is read out or discovered in some other

way in order to write a new tag with the

data. This tag is then used to simulate the

identity of the original tag.

In addition, it is conceivable to employ

devices having a high degree of functionality

which are used to emulate any kind of tag

with a given data content. Such an emulator

could be relatively small (although larger

than the tags). If it is possible each time to

bring the emulator manually close to the

reader, highly flexible means of falsification

become available: Someone removes an item

from a stream of products; its tag is read

using a portable reader (which may also be

integrated into the emulator); next, the per-

son goes to the intended reader where, with

the help of the emulator, he unobtrusively

simulates that the item has passed this point.

A duplicated tag could be used in similar

fashion, for example by taking an item off a

"smart shelf" and replacing it with the dupli-

cate, so that the intended theft protection

does not take effect.

Because cloning and emulating require prior

readout or eavesdropping, the countermea-

sures are the same as those used against these

attacks (see above). Both types of attack must

be prevented in order to exclude the possibil-

ity of cloning and emulation taking place.
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Another countermeasure could take the form

of plausibility checks in the backend which

detect duplicates (e.g. because these crop up

at different locations).

Detaching the tag from the tagged item

This attack appears trivial, but that is precise-

ly why it should also be borne in mind. Each

RFID system depends on the tags being pres-

ent on the intended items. "Switching" tags

(as is also done nowadays with price labels)

with fraudulent intent or merely with the

intention of creating confusion is an obvious

manipulation.

The mechanical manipulation does not

involve any special requirements and there-

fore tends to be cheap to perform.

Countermeasures:

• A tight mechanical bond between the tag 

and the tagged item ensures that remo-

ving the tag will also damage the product 

(e.g. when the tag is woven into textiles or

embedded in plastic parts).

• In some applications, tags can be fitted in 

such a way that they are difficult to find 

or are inaccessible.

• In the case of active tags, an alarm func-

tion is also conceivable: A sensor deter-

mines that the transponder has been 

manipulated. It stores this information 

and transmits an alarm to a reader as 

soon as one comes within range.

• Where tagged items which have a high 

value or some sort of security relevance 

are concerned, additional features (e.g. a 

barcode or an inconspicuous mark) may 

be provided on the item so that, if neces

sary, a manual check can be performed to 

see whether the tag is attached to the cor

rect item. The correlation between the 

additional features and the tag ID is stored

in the backend.

Mechanical or chemical destruction

RFID tags can be mechanically or chemically

damaged. The antennae in particular are vul-

nerable.

Countermeasures:

• A close mechanical connection between 

the tag and the tagged item may also help

to make it difficult to destroy the tag with

out damaging the item.

• In some applications, tags may be atta

ched in such a way that they are difficult 

to find or are inaccessible.

Destruction by exposure to an electro-

magnetic field

Destruction by exposure to an electromag-

netic field is standard practice in the case of

anti-theft EAS tags (1-bit transponders) which

are deactivated at the point of sale. Although

the deactivation could be carried out with

relatively simple means also by the customer

while in the store, this does not seem to hap-

pen in practice.

This type of deactivation is fundamentally

possible in the case of all inductively coupled

tags, even when no predetermined rupture

(burnout) point is provided, as in the case of

EAS. Normally, Zener diodes or internal stabi-

lizing circuitry limit the voltage that is in-

duced in the antenna to the intended operat-

ing voltage. However, if the voltage induced

in the coil exceeds the load limit of the volt-

age stabilizing system, the chip may be irre-

versibly destroyed. Only limited protection is

possible against over-voltages because the

ability of the stabilizing circuitry to absorb

excess energy through its surface (heat

removal) is limited in the chip. In general, a

field strength of at least 12 A/m is required.

Because of the high field strength that is

required, this attack can only be carried out

at very close range. The same holds true for

UHF tags.

Because the field strength decreases with the

cube of distance, a transmitter with a very

large antenna and a very high power output

(broadcast transmitter) would be needed for

the mass destruction of tags at several

meters distance. This would be scarcely prac-

tical for an attacker to accomplish.
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In principle, tags could be destroyed with a

microwave oven, but not reliably so. If the

tag is closely connected to the item bearing

it (and that is a good reason for destroying it

in a microwave oven) the severe heating of

the tag might damage the product.

In addition, there is good reason to suspect

that induction coils and high voltage switch-

ing events occurring in the near vicinity

would induce sufficiently high voltage peaks

in the tag to damage the chip. Experiments

on this topic are at present being conducted

at the EMPA.

Self-healing fuses might be considered as a

possible countermeasure against the destruc-

tive effect of an electromagnetic field. So far,

these have not been included in the stan-

dards. However, this countermeasure would

not alter the fact that the capacity to absorb

superfluously induced energy is limited by

the surface area over which the heat can be

given off. Therefore, in principle, there is no

absolute protection against destruction by

exposure to an electromagnetic field.

Destruction by misuse of a kill command

If, for data privacy reasons, tags are

equipped with a kill function that partially

or totally erases the data content, this func-

tion can be misused.

One countermeasure is to provide authenti-

cation for the kill command (e.g. password

protection). Relatively complicated organiza-

tional measures are required in order to

communicate the password to authorized

persons (e.g. the purchaser of the item bear-

ing the tag), but to keep it secret from oth-

ers. This procedure is comparable to issuing

a chip card with a PIN.

Discharging the battery (only in the case

of active tags)

In the case of active tags which have a back-

up battery, the latter can be discharged by

causing the tag to transmit frequently in

response to a rapid sequence of queries.

A possible countermeasure in this case would

be a "sleep mode" which forces a pause after

an interaction has occurred. This would limit

the number of possible interactions per unit

of time. Similar functions exist already to

prevent duplicate readouts.

Blocking

In contrast to the use of jamming transmit-

ters, the use of blocker tags is not forbidden

by law, because due to their passive design

they are not transmitting systems. However,

their use could be forbidden in the standard

business conditions, e.g. of supermarkets. But

this would not prevent blocking for the pur-

pose of committing fraud.

One advantage of blocker tags is in principle

the fact that their jamming range is scalable

and they can be configured for certain ad-

dress spaces. As a result, privacy protection can

be selectively adjusted. However, it is precise-

ly these individual adjustments that permit

people to be tracked, so that the actual goal

of ensuring location privacy becomes absurd.

The blocker chip available on the market

from RSA is effective only in the tree-walking

anti-collision procedure. However, blocker

tags may also be developed against the

Aloha protocol. In principle, there is no

absolute protection against blocking within a

given protocol. Since various protocols are in

use, the user of the blocker tag must either

carry several such tags with him in order to

cover all the possible protocols, or he must

use a single (slightly larger) blocker device

that copes with all the protocols.

The only countermeasure against blocker

tags is to ban their use in the standard terms

and conditions of business – there are no

technical countermeasures that can be taken.

Jamming transmitters

Effective interference of operation at a dis-

tance calls for powerful transmitters.

Operating such jamming transmitters is ille-

gal and it is difficult for technically inexperi-

enced persons to obtain them: But radio

amateurs do have access to this technology.
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Close-range jamming is possible using weak-

er transmitters or also through interactions

with other electronic devices (interferences,

protocol collisions), but it is difficult to

employ such effects reliably in a targetted

manner.

Countermeasures:

• Detect jamming transmitters by perfor-

ming random measurements or by using 

permanently installed field detectors.

• Adopt a frequency division (duplex) 

method (as in Bluetooth) in future genera

tions of RFID. This admittedly very far-

reaching measure would also control the 

increasing problem posed by normal jam-

ming sources.

Field cancellation

Cancellation zones are a normal phenome-

non in the UHF range, but are difficult to mod-

el. Therefore it seems unlikely that an attack-

er will succeed in using this effect in a tar-

getted manner, e.g. by setting up reflectors.

There are no general and preventive counter-

measures. If targetted field cancellation does,

however, become an element of attacks, it

will be necessary to find countermeasures

tailored to each individual case.

Frequency detuning

This attack is carried out by bringing rele-

vant amounts of, for example, water, metal

or ferrite into close proximity of the field or

the tag antenna. It might even be enough

simply to cover the tag with the hand. How-

ever, frequency detuning is less reliable in its

effect than shielding and no less obvious.

In principle, it is feasible to counter this type

of attack by employing active frequency con-

trol. However, the technical effort required

seems disproportionate because other, easier

forms of attack, such as shielding, are not

prevented by this measure. In addition,

under certain circumstances, the high fre-

quency licensing requirements for such sys-

tems would be infringed.

Shielding

Tags can be shielded by wrapping them in

metal foil (e.g. aluminium foil) or by placing

them in aluminium-coated freezer bags, or in

handbags equipped with metal strips.

As a countermeasure, it is possible in the

case of inductively coupled systems to use

improved reading stations which are less sen-

sitive to shielding. In particular, several

antennae at different angles can make shield-

ing difficult. There is no reliable protection

against shielding.

7.8.3. Assessment of the privacy threat 

and a discussion of the counter

measures

The results of the expert assessment are com-

piled in Table 7-3 and will be discussed

below. Where the expert opinions diverge,

the various standpoints are described in the

text.

The general relevance of RFID in terms of

the threat posed to privacy or data protec-

tion is a controversial topic. Some of the

experts whom we asked do not see that

there is any such relevance. Their reason for

saying so is that, even without RFID, a very

large number of data traces are already

being generated by credit card payments,

mobile telephone calls and customer cards.

RFID would not add anything of significance

to these databases, which even today are

scarcely used.

Other experts see an RFID-specific privacy

threat in particular in the possible future

ways of tracking people, and they categorize

this as a relevant risk of this technology,

especially when the tags end up in the pos-

session of the consumer. In many cases the

latter will have to weigh up the opportuni-

ties and risks, because the more sophisticated

and data-intensive future applications such

as "Supply Chain Recording" or "Product Life

Time Recording" might be of relevant use to

him -- for example, as regards the trans-

parency of the supply chain (origin, social
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Threat Countermeasure

Eavesdropping on 

communication between tag 

and reader

Shift into backend with authorized access by the passive party

Shielding

Encryption with authorized access by the passive party

Attacks for self-protection (see Table 7-2):

Detach the tag

Destroy the tag

Blocker tag

Jamming transmitter

Field cancellation

Field detuning

Shielding

Unauthorized readout of data

Detectors in the possession of the passive party

Authentication with authorized access by the passive party

Attacks for self-protection (see Table 7-2):

Detach the tag

Destroy the tag

Blocker tag

Jamming transmitter

Field cancellation

Field detuning

Shield the tag

Tracking of people

Variable ID numbers

Attacks for self-protection (see Table 7-2):

Detach the tag

Destroy the tag

Blocker tag

Jamming transmitter

Field cancellation

Field detuning

Shield the tag

Manipulation of data to the dis-

advantage of the passive party

Authentication with authorized access by the passive party

Detection of duplicates

Improper evaluation of the data No technical countermeasures

Table 7-3: Privacy threats due to RFID systems, and corresponding countermeasures
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and ecological aspects) as well as in the case

of leasing, maintenance, repair, resale or

recycling.

Eavesdropping on communication

between tag and reader

This is an attack that threatens the active

and passive party in the same way.

The countermeasures are therefore essen-

tially identical (cf. Section 7.4.2):

• Shift the data into the backend

• Shielding

• Encryption of the data transmission

These measures should, however, be imple-

mented in such a way that the passive party

has authorized access to the data that con-

cern it. Otherwise, shifting the data to the

backend or encryption would reduce the

transparency of the system for the passive

party, which would be contrary to that par-

ty´s need to have control over its own data.

The expense incurred for these security

measures is considerably increased by the

need to administer access rights.

A further countermeasure may take the form

of the passive party protecting itself by (legit-

imately or illegitimately) attacking the RFID

system, as was described in Section 7.3.2.

Unauthorized readout of data

Here again, this is an attack that threatens

both the active and the passive party in the

same way.

Countermeasures:

• Detectors that display the energy supply 

field of a reader may also be used by the 

passive party.

• If authentication procedures are used, the 

passive party should be given the access 

rights to the data that concern it. 

Otherwise the authentication procedures 

would reduce the transparency of the 

system for the passive party, and that is 

contrary to that party´s need to have con-

trol over its own data. The expense incur-

red for this security measure is consider-

ably increased by the need to administer 

access rights.

A further countermeasure here, too, may

take the form of the passive party protecting

itself by (legitimately or illegitimately) attack-

ing the RFID system, as was described in

Section 7.3.2.

Tracking of people

Opinions vary on the risk that persons might

be tracked by RFID.

Here is consensus that tracking using covert

reading processes (eavesdropping, unautho-

rized readout) is rather unlikely and it is

more probable that regular data capture will

form the basis for establishing movement

profiles. This view is justified by pointing out,

among other things, the technical difficulty

of performing covert readouts (see Section

7.3.2).

However, opinions differ on the contribution

made by RFID to the risk of people being

tracked.

On the one hand it is argued that data that

would permit such tracking are already

being collected today (e.g. through customer

cards), but they are not being used for this

purpose. No RFID applications which would

contribute anything decisive in this area are

being planned, nor would they be practical.

In particular, no firm is currently considering

collecting RFID data outside the logistics

chain. Hypothetical applications such as

auto-checkout in the supermarket will not be

used on a large scale in the next 10 years.

The costs of a tag (>5 euro cents) and techni-

cal difficulties at the physical level prevent

tags from being profitably used for this

application. Nor would enterprises wish to

jeopardize their reputation and the trust of

their customers. The aim of the present

rationalization efforts is solely to optimize
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the supply chain all the way through to the

shelf in the store (smart shelf). And even

then, RFID labels will probably only be used

on individual high-value products, whereas

in most cases the labels will be used simply

on the delivery package (e.g. pallet). This

does not give rise to any additional risk of

people being tracked through goods. Even if

one wanted to use RFID for tracking purpos-

es, it would be very difficult to derive move-

ment profiles from the extremely fragment-

ed data. It would be enormously expensive to

generate an overall picture. There is no eco-

nomic interest in doing so. Even the data

captured currently by customer cards for the

most part turn into data graveyards because

it is not worth drawing up customer profiles.

On the other hand it is pointed out that if

RFID is used on a widespread basis, signifi-

cantly more events (even if not every pur-

chase of a cheap mass product) will be digi-

tally recorded, and more data traces will be

generated that also offer more opportunities

for evaluation. This will create new desires,

e.g. in government agencies, to perform the

evaluations. In addition, retailers are interest-

ed in the movement profiles of customers 

within their stores. Covert readout will

remain the exception, but it cannot be com-

pletely ruled out. If RFID tags are not defini-

tively deactivated when products are discard-

ed, It might be possible to draw conclusions

about the point and time of sale and also

about the purchaser of the product by read-

ing data from the tags in the garbage. One

particular property of RFID compared with

other identification systems is that this tech-

nology has the potential to limit the other-

wise anonymous nature of the waste disposal

process. Furthermore, storing biometric char-

acteristics on transponders is an especially

delicate matter.

One possible countermeasure would be to use

variable ID numbers, e.g. based on the

extended hash-lock procedure (see Section

7.7.4).

Manipulation of data to the disadvantage

of the passive party

Not only unauthorized reading, but any type

of manipulation of the data by a third party

may be a threat to the passive party, particu-

larly if initially the latter has no means of

monitoring such manipulation.

Adequately secure authentication procedures

are needed in order generally to prevent

third parties from being able to access the

data. In order to prevent manipulation, it is

especially important for the passive parties

themselves to have authorized access to the

data that concern them, in order to be able

to verify that they are correct.

In this case, also, legitimate or illegitimate

self-protective attacks on the RFID system by

the passive party, as described in Section

7.3.2, could be regarded as an additional

countermeasure.

7.9. Availability of the security 

measures

Table 7-4 lists the transponder products sup-

plied by the major manufacturers. For the

purpose of compiling the Table, the

transponders were classified as follows on the

basis of the manufacturers´ data sheets:

Type 1: Low end 

(ID label with state machine)

Type 2: Medium-performance systems

Type 3: High end 

(Smart card with microprocessor)

The Table makes no claim to completeness.

Nor can it be guaranteed that the technolo-

gy listed is up to date, because the market is

changing rapidly.

At the time when this study went to the

press, it did not appear that any transpon-

ders with a kill function or any mid-range 
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transponders capable of calculating hash 

functions without a cryptoprocessor were

available on the market.
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Name Standard Type Storage capacity Frequency Password Authenti-

cation

Encryp-

tion

Atmel 

AT88SC0104CRF

AT88SC0204CRF

AT88SC0404CRF

AT88SC0808CRF

AT88SC1616CRF

AT88SC3216CRF

AT88SC6416CRF 

ISO 14443 Type B

ISO 14443 Type B

ISO 14443 Type B

ISO 14443 Type B

ISO 14443 Type B

ISO 14443 Type B

ISO 14443 Type B

3

3

3

3

3

3

3

1 Kbit

2 Kbit

4 Kbit

8 Kbit

16 Kbit

32 Kbit

64 Kbit

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

•

•

•

•

•

•

•

•

•

•

•

•

•

•

AT88RF001

AT88RF020

ISO 14443-2 Type B

ISO 14443-2 Type B

2

2

256 bit

2 Kbit

13,56 MHz

13,56 MHz

•

•

T5552

T5557 

T5554

TK5561A-PP

ISO 11748 / 785

2

1

1

2

992 bit

330 bit

224 Kbit

128 Kbit

125 kHz

125 kHz

125 kHz

125 kHz

•

•

• •

EM Microelectronic 

EM4469/4569

EM4450/4550

EM4055

EM4056

EM4170

EM4034

EM4035

EM4135

ISO 11785,11785

ISO 15693, 18000-3

ISO 15693, 18000-3

ISO 15693, 18000-3

2

1

1

1

2

1

2

1

512 OTP Option

1024 bit

1024 bit

2048 bit

256 bit

448 bit

3200 bit

2304 bit

125 kHz

125 kHz

125 kHz

125 kHz

125 kHz

13,56 MHz

13,56 MHz

13,56 MHz

•

•

•

•

•

•

• •

Infineon

SLE 66CL160S

SLE 66CL80P

SLE 66CLX320

SRF 55V02P

SRF 55V10P

SRF 55V02S

SRF 55V10S

SLE 55R01

SLE 55R04

SLE 55R08

SLE 55R16

SLE44R35T

SLE44R35S

ISO7816+14443 A+B

ISO7816+14443 A+B

ISO7816+14443 A+B

ISO15693 

ISO15693 

ISO15693 

ISO15693 

ISO 14443 A

ISO 14443 A

ISO 14443 A

ISO 14443 A

ISO 14443 A

ISO 14443 A

3

3

3

3

3

3

3

3

3

3

3

3

3

16 Kbyte + 1,3k RAM

8 Kbyte + 2,3k RAM

32 Kbyte + 5k RAM

256 byte + 32 byte Admin

1024 byte + 256 byte Admin

256 Byte + 64 Byte Admin

1024 Byte + 256Byte Admin

128 byte + 32Byte Admin.

616 Byte + 154 Byte Admin

1024 Byte + 256 Byte Admin.

2048 Byte + 256 Byte Admin

1024 Byte + 256 Byte Admin

1024 Byte + 256 Byte Admin

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

Philips

HT1DC20S30

HT2DC20S20

HT2MOA3S20

PCF793XAS 

Mifare MFO IC U1X

Mifare MF1 IC S50

Mifare MF1 IC S 70

Mifare MF3 IC D40

Mifare ProX P8RF6X

SmartMX P5Sxxxx

SmartMX P5Cxxx

ISO 11785

ISO 10536.1

ISO 14443 A

ISO 14443 A

ISO 14443 A

ISO 14443 A

ISO7816 / 14443 A

ISO7816 / 14443

ISO7816 / 14443

2

2

2

2

3

3

3

3

3

3

3

2048 bits

256 bits

256 bits

128 – 768 bits

64 Byte

1024 Byte

4096 Byte

4096 Byte

4 – 16 KByte

10 – 72 KByte

10 – 72 KByte

125 kHz

125 kHz

125 kHz

125 kHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

13,56 MHz

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

Texas Instruments

RI-TH1-CB2A

RI-TRP-B9WK-xx

RI-TRP-V9WK

RI-TRP-BRHP-xx

TMS37122

ISO15693

-

3

2

2

2

3

2 Kbit

88 bits

50 Byte

88 bits

-

13,56 MHz

134.2 kHz

134.2 kHz

134.2 kHz

125 kHz

•

•

•

•

•

•

•

•

•

Table 7-4: Availability of security functions such as password protection, further authenification and 
encryption on RFID transponders
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8. Areas of RFID Application

8.1 Overview of application areas

Accelerated by technical developments and

the associated gains in performance levels,

particularly due to falling costs in processor

manufacturing, RFID now plays an influen-

tial role in many of today´s applications and

has also created a platform for new applica-

tions in the future. Potential application of

RFID systems can be identified in practically

all business sectors and the spectrum of

application areas under discussion is con-

stantly growing. Widespread use of the tech-

nology has previously been dampened by its

relatively high implementation costs. These

include the costs of hardware procurement,

additional software components and – often

neglected – expenditures for the organiza-

tional adjustment to new or modified busi-

ness processes. [Prog 04]

An intense discussion of RFID systems is cur-

rently underway in the retail sector. The

commercial companies Metro Group, Wal-

Mart and Tesco were among the first players

to have adopted and implemented advanced

RFID technology. Pilot projects have particu-

larly focused on the potential of RFID sys-

tems for lowering costs and optimizing busi-

ness processes. A study conducted by A.T.

Kearney estimates that retailers can lower

their warehousing costs by up to five percent

and their labor costs by up to ten percent by

employing RFID technology. For the German

retail trade, this corresponds to an annual

figure of approximately six billion euro.

[ATKe 04] In addition to retailers, logisticians

also anticipate an increase in the economic

advantages offered by RFID in the further

automation and optimization of their busi-

ness processes.

Current market data and reports on the use

of RFID systems are frequently selective,

relate merely to individual economic sectors

and fail to provide a comprehensive survey

of the market. There exist no conclusive offi-

cial statistics but instead only market analy-

ses conducted by various consulting agencies.

The databases, surveying methods and mar-

ket ranges employed are quite varied, not

always transparent and thus not comparable

to one another. Consequently, the current

state of RFID diffusion, sales and market

shares remains vague from a national as well

as international viewpoint. Over the course

of recent years, RFID technology has success-

fully occupied certain niche markets. Its

future use as a mass market technology

depends not least on the success of ongoing

pilot projects conducted by pioneer users.

RFID technology is a typical cross-section

technology whose potential application can

be found in practically all areas of daily life

and business. In principle, it functions as a

means for identifying objects. From a cross-

industry viewpoint, the following areas of

applications can be distinguished:

• identification of objects

• document authentication

• maintenance and repair, recall campaigns

• theft-protection and stop-loss strategies

• access authorization and routing control

• environmental monitoring and sensor 

technology

• supply chain management: automation, 

process control and optimization

In the following, the status quo of RFID tech-

nology use will be shown on the basis of the

above constellation of cross-industry applica-

tions. No application-based treatment will be

made of the risks and threats posed by RFID

systems, which would go beyond the scope of

the present study. Such a treatment would be

a task best left to the operators of the appli-

cation concerned. It could be based on the

threat potential discussed in Section 7 as well

as the technical measures outlined for over-

coming potential threats.

8.2. Identification of objects

Real-world applications of contactless RFID

systems in the area “Identification of objects”
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can be found, for example, in the fields of

animal identification, container identifica-

tion and waste disposal systems. Other rele-

vant fields also include the unique identifica-

tion of goods as well as person identification.

Electronic identification systems have been

employed in livestock husbandry (e. g. cattle,

sheep, pigs) for over 20 years. A transponder

equipped with the identification data is

attached to the animal by tagging or injec-

tion. The required international standards for

animal identification were passed in October

1996. The International Organization for

Standardization (ISO) reached an agreement

specifying the code structure (ISO 11784) and

technical transmission (ISO 11785). The

worldwide unique identification number is a

15-digit number comprising a three-digit

country code and a 12-digit national animal

ID. [Texa 04] For positioning the transponder

on or in the animal, there are at present

three methods available: transponder injec-

tion, the bolus, and the electronic ear tag.

The bolus is a ceramic or plastic cylinder

that contains a transponder and which is

placed in the reticulum, or first stomach, of

ruminants. The electronic identification of

livestock must conform to internationally

approved injection sites to insure rapid ani-

mal identification and the reliable removal

of transponders at the slaughterhouse. 

Animals are generally marked on the left

side. For ruminants and pigs, the scutulum

cartilage at the base of the ear have proved

to be reliable and painless sites. For horses,

the most common site is the left side of the

neck at the height of the fourth cervical ver-

tebra. [Idel 98] The field of animal husbandry

employs passive RFID systems. The chip is

activated by the reader´s radio waves (134.2

kHz) only during the scanning of the ID

information by mobile or stationary systems.

No batteries are needed for the transponder.

The potential uses of RFID animal identifica-

tion systems are the rapid, automated and

electronic identification of animals, the for-

gery-proof and unique marking of animals as

well as the seamless industry-wide tracking

of animals from birth to the slaughterhouse

or the final sale of the meat. In light of

recent developments concerning BSE (bovine

spongiform encephalopathy) and other ani-

mal epidemics, this is an important factor in

providing reliable documentation on the ori-

gin of meat intended for human consump-

tion, which have become a primary criterion

for consumers in Germany when purchasing

meat. [Hand 04] It is also possible to link the

electronically stored ID features with other

data concerning an animal´s movements

and health (e. g. for providing each animal

with an individually optimized feed ration

for breeding purposes). Also of note is that,

in comparison to traditional methods such as

tattooing or branding, electronic marking is

considerably more animal-friendly and

ensures instant data retrieval. [Vere 04]

The European Commission tested the elec-

tronic identification of animals in the course

of its study IDEA (Electronic Identification of

Animals) conducted from March 1998 to

December 2002.

In the study, which investigated the practica-

bility of various tagging systems for rumi-

nants (cattle, buffalo, sheep and goats) in the

six EU countries Germany, France, Italy,

Netherlands, Portugal and Spain, approxi-

mately one million livestock animals were

electronically marked by means of electronic

ear tags, subcutaneous chips or a rumen

bolus. For comparing transponder type per-

formance, approximately 390,000 cattle,

500,000 sheep and 29,000 goats were fitted

with a selection of tested and certified elec-

tronic tags, rumen balls or injected transpon-

ders. The proper functioning of the attached

or inserted transponders was verified on one

hand by readings made after one day, one

month and then on an annual basis, and, on

the other hand, by monitoring animal move-

ment (e. g. during slaughtering and after

transponder removal). The results of the

IDEA project demonstrated that monitoring

process is considerably improved by the elec-

tronic identification of livestock and that
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there are basically no technical obstacles to

the introduction of RFID systems for cattle,

buffalo, sheep and goats. The project also

subjected RFID technology to a wide range of

external conditions: intensive and extensive

management, transport within Europe and

beyond its borders, various slaughtering

methods as well as extreme environmental

conditions in the north and south of the

European Union. [Euro 03] But the studies

also revealed some disadvantages of electron-

ic animal identification. Electronic ear tags,

for example, get lost just as often as tradi-

tional ear tags. Rumen boluses in calves may

lead to medical complications. Furthermore,

RFID technology is susceptible to electromag-

netic noise on farms. [Hand 04]

The wider introduction of RFID systems is

also being increasingly accelerated by legal

provisions concerning the electronic identifi-

cation of animals. Supported by the results of

the IDEA project, the EU Council of Ministers

has established a new safety and quality stan-

dard for combating animal epidemics by

recently passing an ordinance governing the

identification and registration of sheep and

goats. The crucial importance of seamlessly

tracing the origin and herd locations of

sheep and goats was dramatically under-

scored by such animal epidemics as the hoof-

and-mouth disease which broke out in 2001.

Since the source of infection could not be

discovered in time, thousands of healthy ani-

mals ultimately had to be killed to prevent

the further spread of the epidemic. This not

only threatened the livelihood of many live-

stock owners but also had grave conse-

quences for hobbyists by wiping out years of

effort spent in developing successful breed-

ing lines. [aid 04]

The aim of the new ordinance is to improve

animal health, monitor their movements and

to review subsidies – thus offering improved

consumer protection in the EU. Under the

new ordinance the marking of sheep and

goats with transponders complying to ISO

11784/85 will first be optional and then, after

a transitional phase ending on 1 January

2008, mandatory for all EU member states

having a sheep and goat population greater

than 600,000. The ordinance provides for the

collected information to be consolidated in a

central database in every member country.

Farm registries will also contain information

documenting which farms individual animals

come from and where they are shipped. Up

to now, registries have only documented the

movements of entire herds. With the intro-

duction of electronic identification, registries

will also feature more detailed information

than presently recorded: gender, line, and

genotype (if known), births and deaths of

animals and their movements to and from

the farm. A special shipping document will

contain information relating to the starting

and destination stations of animal transports

as well as data concerning the total number

of animals shipped. The shipping document

will also contain data for identifying individ-

ual animals. A database containing all farm

information (operator, species, number of

animals) is to be established by the middle of

2005. At the same time, information relating

to movements of groups of animals will be

recorded. The conclusions of the IDEA proj-

ect will form the basis of further guidelines

and methods for implementing electronic

identification which will be adopted by the

“Standing Committee for Food Store Chains

and Animal Health”: guidelines and methods

promoting accurate technical implementa-

tion, testing methods, acceptance criteria for

devices as well as support for the assimila-

tion of databases and communication proto-

cols. [pres 03]

Comparable efforts can be presently observed

in North America. In Canada, electronic

identification has been mandatory since

January 1, 2005 and in the USA, prompted by

the latest BSE incidents, mandatory electron-

ic identification of livestock is also under dis-

cussion. [Phil 04]

A new networked RFID system of animal

identification using electronic ear tags has

been developed in Germany by United

Information Systems for Animal Husbandry
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(VIT), based in Verden, and the Weser-Ems

Chamber of Agriculture in the course of the

project “Innovative Technologies for Cattle

Identification” (ITeK-Rind). Its goal is to make

the legally stipulated quality assurance and

proof of origin requirements in the cattle

industry more streamlined, reliable and

quicker to implement. Cattle should be iden-

tifiable by a chip placed in their ear and the

data transmitted to a central computer of the

Origin Information System (HIT) in Munich.

In a first test phase, the system has been

employed since August 2003 at the Infeld

experimental farm of the Weser-Ems

Chamber of Agriculture as well as at three

cattle fattening facilities and a slaughter-

house. The cattle wear RFID labels with a 15-

digit ISO identification number. All animal

movements are thus recorded automatically.

The data are not only transmitted to the cen-

tral HIT database but also used at the slaugh-

terhouse with the aid of readers and commu-

nication technology. The project is sponsored

by the Central Marketing Association of the

German Agricultural Science Foundation as

well as by the curators of the Dairy

Producers Promotion Fund of Weser-Ems and

Hannover-Braunschweig. [Flei 04] The second

project phase, started in the summer of

2004, is to expand mobile data communica-

tions so that animal information reports can

be sent off wirelessly from every site of the

participating farms. In addition, data is to be

made available from outside databases (VIT

internal as well external), for example per-

formance data or breeding information. The

enlistment of further actors (slaughterhouses,

consultants, veterinarians) into the system

will also ensure the development of an all-

inclusive mobile information system. At the

same time, the project will be expanded to

include approximately 15 additional farms

which will employ and test the information

system under real conditions. [Via 04]

Another area of RFID application is the iden-

tification of dogs using an injected micro-

transponder, particularly in light of the

increasing obligation for certain races of

dogs to wear a chip. As early as January 1,

2003, a state canine law in the German Land

of North Rhine-Westphalia has stipulated the

deployment of microchips for identifying

dogs above 20 kilograms in weight or taller

than 40 centimeters at the shoulder. This law

is under legislation in other federal states in

Germany. Starting in July 2004, the European

Union will require dogs to have chips upon

entry into the EU, the same requirement will

take effect in Switzerland at the end of 2004.

The miniaturized chip is injected subcuta-

neously by means of an syringe. The official

in charge can read the number with a sim-

ple reader and check the central database as

to whether the dog in question should be

leashed, wear a muzzle or be subject to the

dog tax. [Buch 04]

RFID technology has already been in use for

years in the field of electronic container

identification. Gas cylinders and chemical

containers containing toxic substances must

be accurately labeled and uniquely identifi-

able. High-quality containers and bottles on

hire are increasingly equipped with RFID

transponders and can thus be immediately

localized at every point of delivery. In con-

trast to barcodes, transponders have a much

greater memory capacity. In addition to the

container number, they can also store, for

example, the owner, the date of the next

quality inspection, contents, volume or maxi-

mum filling pressure. The use of recordable

transponders makes it possible to update

data while observing read-and-write access

privileges. Furthermore, in comparison to

conventional barcode labels, transponders

are able to withstand such hostile environ-

ments as extreme temperatures, dirt, humidi-

ty, irradiance, and acids. The employed

transponders are inductively coupled in the

container identification and operate at fre-

quencies below 135 kHz. Since a transmission

method for the transponder for container

identification has not yet been standardized,

different systems are on offer on today´s

market. [Fink 02]

Ever increasing costs for direct and indirect

waste disposal open up new opportunities for
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RFID technology in the field of waste man-

agement. Waste disposal costs are costs

which, on one hand, can be arranged by

contract with the cooperating waste manage-

ment firms, and, on the other hand, include

workflow management costs for each party

involved (processing of weight cards, delivery

receipts, invoices, compilation of waste stat-

istics, balancing waste figures). These costs

are expected to increase even further as the

verification process becomes more complex.

It was against this background that a num-

ber of German administrative districts – for

example in the Bavarian districts Hof, Erlan-

gen-Höchstadt, Mühldorf am Inn, Kehlheim

and Heiligenstadt – introduced RFID applica-

tions operating at frequencies below 135 kHz

with the aim of optimizing process flows or

achieving a fairer, user-specific billing sys-

tem. Here garbage cans are equipped with a

transponder and thus with a unique ID num-

ber. This ID number is assigned data relating

to the house site and container size. This

makes it possible to determine the owner of

a specific garbage can, thus eliminating

anonymous garbage cans in the future. The

transponders feature a passive RFID trans-

ponder for identification by the garbage

truck. A reader on the vehicle recognizes the

transponder and the garbage can´s disposal

data (frequency, time of emptying) is stored

on a smart card in the garbage truck´s on-

board computer. At the end of the shift, the

data are transferred to a readout station of

the waste management plant. From there

the data are transferred to the billing office

at the district administrator´s office, where

they are evaluated. Some municipalities

already offer their residents the service of

billing garbage removal by weight. By virtue

of the robust transponders on the garbage

cans and scales on the garbage trucks, each

household is billed for the precise amount of

waste it produces. For municipalities, this

also offers the advantage of being able to

keep precise track of the garbage truck

routes. They are also able to monitor more

closely the reciprocal costs of external waste

disposal firms and optimize the routes cov-

ered by the garbage trucks. [Land 04]

Some of the basic advantages of electronic

trash can identifications are improved con-

tainer logistics and management, decreased

risk of services being abused by false garbage

can registration (in future no cans can be put

out for emptying which have not been regis-

tered at the district waste management divi-

sion), simplified billing statements, new

opportunities in quantitative data acquisi-

tion, creating a more individual and flexible

system (customers can in part determine how

often they wish to make use of the service

“garbage collection”) and ways for customers

to reduce their fees by separating their

garbage and avoiding excess garbage.

Structural changes favoring the use of elec-

tronic identification technology can also be

seen in health-care services and the pharma-

ceutical industry. This includes, for example,

the marking of medical products such as

blood plasma and specimens. In this applica-

tion sector, RFID technology is to help lower

costs and save on personnel while maintain-

ing quality standards and improving services.

One of the main advantages offered by the

use of electronic identification in health-care

systems in terms of business management is

the saving of time: transponders in the lab

coat pockets of physicians and nursing staff

can automatically authenticate the user in a

time-saving manner. Another advantage is its

potential for lowering costs: inventory man-

agement of equipment and materials

equipped with transponders can be made

more reliable and efficient. The direct result

is a reduction of costs associated with order-

ing systems and the monitoring of equip-

ment. Furthermore, identification systems for

ensuring the quality of medical products are

being tested. Thus, active transponders

attached to blood bags, for example, can

record any change in temperature and pro-

tect patients from being administered out-of-

date blood supplies. [ACG 04]

A RFID system is currently being tested as

part of a pilot project at the pediatric inten-

sive care unit at the Mainz University. Health-
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care systems elsewhere in Europe have

already gained practical experience in this

field. For example, at the Rotterdam Clinic

transponders are employed to facilitate logis-

tic flows and the handling of materials that

are required on a day-to-day basis. Each staff

member has three or four lab coats which

are washed in a laundry on a rotating basis.

When a lab coat gets dirty it is fed into the

system. Within ten seconds a freshly laun-

dered coat is issued. This measure is meant

to achieve significant time savings in issuing

lab coats and providing the laundry with

sound statistical data. [Euro 04]

In Sweden a new RFID system was recently

developed for attaching to pharmaceutical

packaging and is already being employed in

a field test. The 32 kilobyte chip can, accord-

ing to the Cypak manufacturing firm, collect,

process and exchange extensive amounts of

encrypted data. [ORF 04a]

A RFID technology is also already employed

by a number of professional laboratories for

managing their large stocks of tissue and

blood samples. Equipping pharmaceutical

products consistently with RFID transponders

would considerably reduce abuse and misap-

plications. Patients could be warned if they

have been taking too much or too little of a

medicine. The visually impaired, according

to a scenario of Sun Microsystems, could be

provided with an output device that could

issue such instructions as: “This is aspirin.

Take two tablets daily”. [Hill 03a]

The electronic identification of objects in

principle opens up new opportunities for

organizing the physical environment for the

blind and visually impaired, and possibly for

the elderly as well. The object of the RFID-

based “TagIt” system is thus devoted to mak-

ing it much easier for these target groups to

identify and find books, boxes, articles of

clothing, electronic devices, CDs, medication,

etc. The employed labels are passive

transponders and therefore not very cost-

intensive. For example, in order to find a

book, users must first enter the search term

into the system and pass the RFID reader

along the shelf. As soon as the system has

detected the searched item, it issues a corres-

ponding signal. [DrLi 04]

The unique identification of merchandise at

any time offers potential gains for in-house

business measures not least for retailers but

also for their business partners along the

entire value chain. The logistics chain in

today´s merchandise management has taken

on increasingly global and complex aspects.

Since retailers in general are primarily con-

cerned with optimizing their logistic flows,

this area of application will be discussed

under “Supply chain management” in

Section 8.8.

RFID technology is not only employed for the

identification of animals, containers and

goods, but also for person identification. In a

pilot project conducted by Siemens Business

Services in New York´s Jacobi Medical Center,

more than 200 people were fitted with a

RFID armband. A transponder, only 1/2

square millimeter in size, was integrated in

the armband. The RFID system is to support

the rapid and precise treatment of patients.

Patient data are stored on the transponders

which are read by a physician with a RFID-

compatible mobile computer, such as a PDA

or a Tablet PC. When the patients are admit-

ted to the clinic, their data are stored in an

electronic file. The patient is then given a trans-

ponder. A W-LAN connection provides the

physician with automatic access to the data-

base and he can download all patient-related

information to the minicomputer. [ORF 04b]

In Taiwan RFID technology is similarly

employed for combating the life-threatening

form of atypical pneumonia SARS (Severely

Acute Respiratory Syndrome). The patients

and the clinic staff wear RFID transponders

on their bodies. RFID readers are installed on

doors and at other important positions of the

building for route control purposes. This is

an effective method for the precise tracking

of possible infection paths in case of need.

[Zeid 03]
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As of October 2004, the Japanese city of

Osaka is to introduce a RFID system for the

unique person identification of pupils at a

school. It involves the fixed attachment of

tags to either satchels, name tags or school

uniforms, which is mandatory in practically

all of Japan. According to the plans of the

local school authorities, appropriate RFID

readers for identifying labels on the satchels

will automatically keep track of when each

child appears in class and where the child is

presently located. Other readers are to be set

up at locations which teachers and parents

regard as undesirable areas for school chil-

dren. As soon as a child does enter such an

area, the appropriate information can be

sent to the parents by e-mail or mobile

phone. [Heis 04a]

8.3. Document authentication

At present a variety of approaches are being

tested worldwide concerning the integration

of personal transponders in personal identity

cards and passports. These transponders are

employed to implement electronic forgery-

proof mechanisms, thus ensuring a broader

scope of verification measures as well as stor-

ing biometric features – such as the face or

fingerprint – in the identification system (e.g.

passport). The current trend favors a net-

working of various identification characteris-

tics in multi-biometric platforms in order to

compensate for the drawbacks posed by indi-

vidual technical procedures.

The European Union (EU) has resolved to

incorporate biometric features in its pass-

ports and other personal documents starting

in 2005. The EU Council has planned on

specifying its proposal in more detail by the

end of 2004. The first European countries are

starting to prepare its practical implementa-

tion. Germanys Bundesdruckerei, which up

to now has supplied 62 million EU passports,

is currently engaged in such preparations. At

the CeBIT 2004 trade fair it unveiled a pass-

port with an embedded transponder as well

as the corresponding readers and checking

devices. The so-called “verifier terminal” has

already been sold in a few European coun-

tries, as well as in Asia, for conducting field

tests. [Borc 04a]

The Office of Technology Assessment at the

German Parliament (TAB) estimates the costs

for introducing biometric passports with

RFID transponders at approximately 670 mil-

lion euro. Taking running costs into consider-

ation, the financial requirements increase by

610 million euro annually. The U.S. General

Accounting Office calculates start-up costs of

approximately 8.8 billion US dollars for

launching biometric passports in the USA,

followed up by annual costs of approximately

2.4 billion US dollars. In addition, it will also

be necessary to take into account the costs

for the biometric visa. These have been esti-

mated at 2.9 billion US dollars for initial

investments and subsequent costs of up to

1.4 billion US dollars per year. [TAB 03]

The International Civil Aviation Organization

(ICAO) has made an in-depth assessment of

the IT security problems with respect to pass-

ports and has drawn up corresponding secu-

rity specifications [ICAO 04a]. These relate in

particular to anti-forgery measures and the

relevant means for developing authenticity

checks and accessing biometric data. The

ICAO engages in establishing international

standards for travel documents. The UN au-

thority has drawn up a proposal that, start-

ing in 2006, all countries may issue travel

documents whose biometric data can be

read via a transponder at a distance of up to

ten centimeters. 

Face recognition is the biometric method

decided on by the ICAO. According to the

ICAO specifications, passport photos in the

EU are supposed to be stored as biometric

data on RFID transponders. Countries have

the option of storing additional biometric

features in the passport or in a national data-

base. [GinO 04] .

According to the ICAO, the transponder in

the passport should have a memory capacity
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of at least 32 kilobytes [ICAO 04b]. 20 kilo-

bytes are required for the raw data set of one

face, which can be reduced to only 16 kilo-

bytes by JPEG compression. To make it possi-

ble for countries to operate with different

systems of extraction, the ICAO has specified

that the passport must contain the original

data instead of a template, i. e. that no data

be reduced to the parameters of a given fea-

ture space. With respect to additional bio-

metric features, on the other hand, templates

may be stored as an alternative. Ten kilobytes

are needed to store data for each finger. The

template, in this case the image of the char-

acteristic points of a fingerprint (minutia), is

between 250 and 750 bytes in size. Storage

of the original iris data takes up 30 kilobytes,

while the template requires 512 bytes. In

addition to these biometric data, the

transponder must also store personal data –

such as name, date of birth, place of resi-

dence, etc. – as well as any additional

remarks such as “embassy staff ”. Due to its

greater data memory requirements, the US

Department of the Interior, in contrast to the

ICAO, prefers a 64 kilobyte chip. Up to now,

however, there has been no manufacturer

who mass produces such chips. With its SLE

66CLX320 Infineon has a 32 kilobyte chip

ready for series production and has an-

nounced a 64 kilobyte chip for September

2004. Philips has already produced a small

batch of 72 kilobyte chips for passport proto-

types and claims that it is ready to start mass

production immediately. [Schu 04a]

The Ministry for Internal Affairs in the

Netherlands – which is in charge of issuing

passports and identity cards – has started the

project “2B or not 2B” aimed at examining

the integration of biometric data in travel

documents. Up to 15,000 volunteer test per-

sons in six municipalities are given a pass-

port in which biometric data has been stored

on a RFID chip. The biometric data recorded

in the test document are verified when the

passports are given out. In compliance with

the requirements of the International

Civilian Aviation Organization ICAO, finger-

prints and face identification are employed

as the identification systems. The test pass-

ports are checked by the border control secu-

rity system of the Canadian firm BioDentity,

which is also utilized by The

Bundesdruckerei in its automatic border con-

trol system. [Borc 04b, MBZK 04]

8.4. Maintenance and repair, recall 

campaigns

Firms operating in various branches of busi-

ness are also increasing their use of RFID

transponders for customized and automatic

maintenance and repair services as well as

for recall campaigns.

For example, RFID transponders can be used

for tool identification and the associated

maintenance management. This is basically

to ensure that tools are used at the right

work station and that workplace requirements

are observed accordingly. Plant equipment

such as tools are increasingly regarded in

plants and companies as the key to quality,

staying on schedule, and economic efficiency. 

In the past, developmental work was primari-

ly invested in tool optimization, whereas

today, with the spread of 1:1 batch produc-

tion, the main focus is on process optimi-

zation. The many individual project develop-

ment phases must ultimately be coordinated

intelligently with a diverse array of deadlines,

data and modification information in an busi-

ness environment of ever-shorter periods of

product development and product lifetime. Be-

sides the potential to be realized in lowered

costs and greater security, the field of tool

design and construction will also face new

demands, including those posed by the exten-

sion of product guarantee to 24 months as

stipulated by the new EU law of obligations.

In the future, toolmaking plants will be

bound to establish clear-cut definitions for

their wearing parts and their lifetimes. The

toolmaker will then only assume liability if

professional servicing has been observed and

documented. [ISK 03] In light of these devel-

opments, one can expect a greater use of

RFID in this branch. 
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The firm Flugzeug AG, for example, has test-

ed a toolbox whose tools are equipped with

RFID transponders. The toolbox itself is pro-

vided with a RFID reader. The transponders

contain the serial number of the tools as well

as the number of the associated toolbox. The

main function of the toolbox is the automat-

ic monitoring of its contents using RFID tech-

nology. In this way, the application can

immediately determine if foreign tools have

been inadvertently placed in it. In addition,

the application records the frequency of tool

use on the basis of how often tools are taken

from and returned to the toolbox. These data

are evaluated in the tool management sys-

tem. On the basis of this information, the sys-

tem informs mechanics when tools have to

be replaced or serviced. The application runs

in the background and relieves mechanics of

their traditionally time-consuming inspec-

tions, since the RFID-supported system alerts

them only when the need arises. [StFl 04]

Airbus, one of the world´s leading aircraft

manufacturers, also uses RFID labels on tools

for improving the maintenance process.

Precision tools for repairing highly-sensitive

aircraft parts are used not only by Airbus but

also leased to maintenance firms. The RFID-

labeled tools not only instantly provide all

important information for their identification

and localization but also information con-

cerning their entire life cycle – making it

possible to schedule routine calibration and

tool maintenance tasks in an effective man-

ner. A process loop exists between Airbus,

the tool maintenance firms and customers

and its status is monitored with the help of

RFID. If it becomes necessary to have the

tools serviced, an instruction is issued to send

them to them to the workshop. [SAP 04]

Recall campaigns, which are still relevant

today, are expensive for firms and also quite

a source of annoyance for customers. In the

year 2001 alone, Germany saw 113 recall

campaigns in the automotive sector. Well

known to the public is the example of the

tire manufacture Firestone, which was forced

to initiate one of the biggest recall cam-

paigns in history following a series of fatal

accidents involving Ford Explorer vehicles

equipped with Firestone tires.

In 2000 the manufacturer recalled 14.4 mil-

lion delivered tires on account of a produc-

tion error leading to possible abrasion and

blow-out risks. At the same time, 6.5 million

products of this batch are still in use today.

Also in consequence of this incident, US

authorities reacted by establishing more

stringent quality protection requirements.

[ZDNe 04]

Thus the National Highway Traffic Safety

Administration (NHTSA) introduced a regula-

tion requiring vehicle manufacturers to

equip their cars with a tire pressure control

system. Until October 31, 2006 automobile

manufacturers may freely choose any one of

the systems on the market. To date there are

two control systems available, which are also

offered by German automobile suppliers. The

so-called “direct” control system and its preci-

sion measurement directly monitors tire pres-

sure. The device warns the driver if one or

more tires reaches a potentially dangerous

low pressure. In the second variant, the so-

called “indirect” tire control system, the tire

rotation rate is monitored by a sensor.

Underinflated tires have a smaller diameter

and therefore rotate faster. The drawback of

this quite economical variant is that tire

behavior is monitored only by making a

comparison with the other tires of the same

car. The system would therefore fail to report

a synchronous deterioration of several tires.

On March 1, 2005 the NHTSA is to announce

which system shall be mandatory after

October 31, 2006. [Mark o. J.]

The tire manufacturer Michelin has stated

that it plans to be the first firm to provide

tires embedded with RFID transponders as a

standard feature. Starting in 2005 this tech-

nology can be acquired as an accessory in

new cars equipped with Michelin tires. The

memory of the miniaturized electronic part

can be provided with new information by

radio signal and can therefore store the vehi-

70

Recall campaigns:

Electronically 

stored product

information and

product history

form the basis 

for the efficient

and effective

implementation

of RFID-based

recall campaigns.



8. Areas of RFID Application

cle identification number or other data along

with the tire number. Information can be re-

trieved using the appropriate devices at dis-

tances up to approximately 60 centimeters.

This means that age, tire pressure, road con-

ditions and other information can be auto-

matically conveyed to the car´s on-board

computer. The electronics are provided by

Fairchild Semiconductor and Philips under

license of Intermec Technologies. [Inno 04a]

German Railways (DB) is testing RFID for im-

proving the quality of its maintenance ser-

vices. The site of the pilot project is a repair

plant in Duisburg. In cooperation with Sym-

bol Technologies, Euro I.D. has been testing

the use of a RFID system for the overhaul

and maintenance of railroad cars. The aim of

this project is the safe acquisition of servic-

ing data. Data had previously been stamped

on axle sleeves, but since they tended to break

off the axle, all acquisition data were missing

at the next scheduled maintenance. Transpon-

ders should prove helpful in this field. Thus,

recordable transponders were attached direct-

ly to the axle shaft of the railway car and writ-

ten with all data acquired in the course of re-

pair. The basic data are recorded electronical-

ly only once. All data can be read and supple-

mented from various maintenance sites. The

use of RFID should eliminate the source of er-

ror inherent in manual data entry. [Euro 04]

In addition, the identification of foodstuffs

represents an important area of RFID appli-

cation for the efficient control of product

recall campaigns. In the interest of consumer

protection, the European Union enacted

Regulation (EG) No. 178/2002 laying down

the general principles of food law. The regu-

lation requires all participants in the “food-

stuffs” supply chain to ensure the traceability

of their products by December 31, 2004 and

to provide the competent authorities with

this information upon demand. Furthermore,

the regulation obligates all companies to

recall foodstuffs which fail to meet legal food

safety requirements. Grounds for recall apply

even to suspected cases. [ECR 04]

Since the chips feature a 96-bit ID number,

they can convey the individual serial and

product number in addition to the manufac-

turer and product names – conventional bar-

codes are generally used to encode the prod-

uct designation and manufacturer – and the

production path of products can be tracked

on the basis of RFID technology, a feature

which is increasingly required by law. At the

same time, perishable goods can be assigned

a use-by date and their current storage place,

thus letting supermarkets know if and how

many products approaching the use-by date

are on their shelves. Such information can be

used to launch special sales campaigns, for

example, or to shift goods to the “pole posi-

tion” on the shelf to enhance their rapid

sale. [Sinn 04]

8.5. Access and route control

Magnet cards or smart cards – whether used

as an ID to enter rooms or buildings, as a

prepaid card for making calls with a public

telephone, for example, or as a credit card –

have now become a commonplace item.

Typically, these cards must be inserted in a

terminal which then makes the connection

to other IT applications, such as time regis-

tration or cash withdrawals from credit

accounts. Contactless data acquisition is pos-

sible with today´s RFID systems, thus enhanc-

ing the performance features of known card

applications. The transponder frequently

takes the form of the plastic card familiar to

many users, but key chains and armbands

can also be used. Electronic identification

card systems typically operate at 13.56 MHz.

The readers must be installed to insure a

maximum reading distance of one meter.

The systems typically operate in the mid-per-

formance range: besides performing the

actual identification, they are also capable of

writing in order to update data when neces-

sary or to support the multifunctional

processes of the RFID system. 

Contactless access authorization systems have

already established in today´s market for
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vendors wishing to provide rapid identifica-

tion of individuals or to cut down on lengthy

control procedures. The cost-effectiveness of

RFID systems becomes particularly attractive

when individuals must repeatedly pass access

control points. A typical field of application

for many years has been the use of electronic

access control systems at holiday resorts,

which are usually combined with a digital

“purse”.

For example, the Austrian region of Nassfeld/

Sonnenalpe – as in many other holiday

resorts – implemented an RFID scheme dur-

ing the 1999/2000 season which incorporat-

ed a large number of various tourist service

providers such as operators of hotels, ski

lodges, ski lifts or gondolas. The idea was

that guests should be able to move about the

region during their entire stay without hav-

ing to use cash or contact credit cards. 

A total of 715,000 euro was invested in estab-

lishing 80 reading devices, ten standard cash

systems and 50 offsite points of sale in hotels,

accommodation services, ski rental shops and

ski schools. Services could also be booked

over the Internet or by cellular phone net-

works and then stored on the transponder at

every point of sale. A regional radio network

was established for this purpose which con-

nected over 40 PC transmission and receiving

stations with a central server that stored the

guests´ data. 

Two different types of transponders were

used in card format: cards in the frequency

range of 122.8 kHz were used as multi-appli-

cation cards (including their use as a “hotel

key”), cards operating at 13.56 MHz were

only used as a ski pass. The memory capacity

of the 13.56-MHz cards is 2048 bit. The 13.56

MHz data carriers have an up- and downlink

speed of up to 26 kbit/s, the 122.8-kHz cards

only three kbit/s. Although the card format

does conform to ISO 7810, having the typical

smart card size of 85.6 by 54 millimeters, the

actual RFID system is not an ISO data carrier.

The maximum reading and writing distance

is 40 centimeters for both cards.

Anticollision methods are possible in princi-

ple, but were not implemented due to an

“extreme drop in hardware performance” of

the reader. Since guests in the ski areas usu-

ally maintain an average distance of 80 cen-

timeters from the reader, the number of

transponders in the recognition zone is also

limited. To detect errors in data transmission,

the cyclic redundancy check (CRC) was

employed. On most of the data carriers used,

it is possible to configure a number of

authorization levels (e. g. ski pass on the first

level, hotel key on the second level).

Authorizations are stored and protected by

password. The stored data are encrypted for

each level. 

Arriving guests are issued a card for their

room, ski depot, ski rental, ski pass and

spending purse. Depending on the services

booked, the card provides access to ski lifts,

the use of the ski and snowboard rentals,

and other services offered throughout the

entire region. Typically, access is controlled

by gate systems or by access control devices

installed in door frames. Bills in bars and

restaurants are charged with the use of

mobile readers. 

The scheme´s operators attribute the high

rate of customer acceptance primarily to the

system´s convenience. Using the ski lift, for

example, no longer involves the cumbersome

search for one´s ski pass. Should the card be

lost, it can be quickly blocked and a new one

issued. If there is a long waiting line at one

point of sale, services can be purchased at

another point of sale. For service operators,

potential savings can be realized by quicker

access flows, thus eliminating waiting lines

at ski lifts, for example, by reduced expendi-

tures on personnel for access control, or by

the rapid processing of transactions for all

participating service providers. On the basis

of this, the data of the central marketing

server can also contribute to optimizing the

line of services offered by providers or by the

target sector as a whole. The application

makes it possible to evaluate in detail indi-

vidual customer data, the demand for services,
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and total sales volume. This produces a great

quantity of personal data which are quite

conducive to generating a precise profile of

personal preferences and favorite sites, as

well as to tracking a customer´s path during

his or her stay in the region. Precise route

tracking of the data carrier can be made at

every point of sale (facilities used, elevation

gains, etc.). These data can be used to opti-

mize lift loads, infrastructure improvement,

etc. Programs are presently being developed

that would present a graphic representation

of customer flows, thus making it possible to

inform the ski guest of crowded ski slopes,

for example.

The capability to adapt transponder perform-

ance features to the requirements of the area

of application is illustrated by another exam-

ple of access control taken from the field of

recreational activities. Customers in a fitness

center are given armbands equipped with a

heat-resistant transponder that can also be

worn in the sauna. Its impact-resistant design

also enhances its performance range. [Euro

04]

Another prominent example of RFID-based

access control systems is being planned dur-

ing the run-up to the 2006 World Cup soccer

games. During the 2006 World Cup games in

Germany, all admission tickets will be provid-

ed with a transponder and the entrance

points at all twelve soccer stadiums will each

be equipped with RFID readers. This is meant

to prevent ticket forgeries and ensure that

tickets are sold only to legitimate fans and

not to known rowdies. [Pößn 04] The admis-

sion tickets for the event will be chiefly sold

over the Internet. The purchaser first receives

a certificate that confirms his claim to a tick-

et. Four to six weeks prior to the start of the

World Cup the personalized admission tick-

ets are sent out by mail – but no longer as

an insured letter. The data is transferred to

an electronic admissions system. Lost tickets

can be blocked and reissued. Ticket holders

entering the soccer stadium hold their

admission card up to the reader and their

data are matched with the electronic admis-

sion system. After the 2006 World Cup, this

concept will be used by stadium operators

for Bundesliga soccer matches and other

large public events. [ECIN 04, Heis 04b]

The performance features of the RFID-based

access control systems outlined here are

characteristic for other areas of application,

such as the ticketing of recreational events

(theater, concerts, sporting events). RFID sys-

tems facilitate the issuing of tickets for indi-

vidual events or for such events as world

championships, where admission to a num-

ber of events or for a particular period of

time can be stored on an electronic ticket.

The ticket can be issued directly at the point

of sale with the appropriate writing devices.

In case of loss, the ticket can be blocked and

reissued. Individual control is no longer

required during admission and tickets are

harder to forge. 

Another main focus of RFID application is

authorization checks for entering limited-

access areas. These have been established pri-

marily in business firms, but are also being

increasingly discussed for public spaces, such

as airports. Authorized persons are given a

personalized transponder which can be

embedded in various forms. Authorization

can be selectively applied, thus allowing

access to the general premises as well as per-

mitting or blocking access to specific areas

by employing the appropriate readers on

doors and possibly in gate systems. In this

area of application, additional RFID functions

are also implemented on a regular basis.

Recording the time of access or hours

worked is typical in the corporate sector. 

In (high) security areas the data stored on

the transponder can also encompass biomet-

ric features of autoidentification such as

facial geometry, fingerprints and the struc-

ture of the eye´s iris. In general, the use of

biometric features in the autoidentification

field includes the export of the biometric

data from the RFID memory chip of the

identification documents, the import of bio-

metric features using the appropriate sensor
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technology and the matching of the data

with the already stored data sets. The basic

purpose is therefore to compare the meas-

ured biometric data with the biometric refer-

ence data stored in the electronic document. 

The identification of objects, persons or dif-

ferent sites also lends itself to systems for

progress and route control. A relatively new

area of application is that of recording the

times when persons are present at diverse

sites and to track their movements. In light

of the increasing use of subcontractors and

outsourcing, RFID makes it possible to per-

form an indirect inspection of the services

performed, on one hand, and to keep track

of the precise times for accounting these

services. For example, the city of Dresden has

installed transponders at selected service

sites, such as bus stop shelters and play-

grounds. Contractors are provided with

mobile readers which are used to store the

performed services at the site. The data are

to enable the city of Dresden to improve the

planning of outsourced services and optimize

them further. This system employs smart

cards whose performance features corre-

spond to those of the electronic access IDs

discussed above. [Euro 04]

Route control is being utilized more and

more in the field of baggage and parcel

transport. Airlines, for example, have intro-

duced systems for identifying baggage pieces

by RFID. In addition to baggage routing, par-

cel routing is another area of application

that is already in widespread use today. The

reason for this is that the RFID system is

operated on an in-house basis. There is gen-

erally no need to establish interfaces to other

business players. The application merely

requires the use of simple tags, which are

assigned an ID number at the start of the

process. No further data import is necessary.

Identification can also be established at a

conveying rate of up to four meters per sec-

ond. The 13.56 frequency range is employed.

Progress is controlled by a central database

which is updated when the object passes a

new control point. Thus, not only the parcel

service operator but also customers can track

the delivery of their order per Internet. 

The deployment of RFID for letters and pack-

ages is the focal point of a seven-year pilot

project initiated by the “International Post

Corporation” (IPC) in May of 2004. The IPC is

a federation of 23 European, American and

Asian postal companies which also includes

the Deutsche Post of Germany. IBM has

developed software for the scheme which is

designed to administer the coordination of

postal deliveries. In the course of the pilot

project, each year 3,000 test users will send

half a million letters and parcels, each

equipped with an active RFID tag, between

26 countries. The active transponders

employed operate mainly in the ultrahigh, or

microwave, frequency range. These RFID sys-

tem are characterized by an identification

range of up to one-hundred meters, but are

relatively expensive and, because of the

transponder´s battery, can be operated only

in a limited temperature range. [Sili 04]

Another very powerful solution in the ultra-

high frequency range using an active

read/write transponder has been employed

since 2002 by Deutsche Post in Germany for

the identification of vans and containers.

This application is also suited for use in

inclement surroundings. 66 read/write units

and 11,000 transponders were installed in 33

postal centers. Every vehicle and container is

equipped with a transponder. The ID number

of this tag cannot be altered. Furthermore,

its 56 kilobytes of information can be rewrit-

ten up to 100,000 times. Readers are

installed at nodal points, such as the

entrance to freight centers. According to the

manufacturer Identec Solutions (product: i-Q

series), the simultaneous identification of

thousands of items is ensured by anti-colli-

sion methods. Due to its robust construction,

the transponder is also suited for industrial

applications. Once electronic identification

has been made, drivers are given a printout

that informs them of the ramp where the

shipment must be delivered or received. In

addition, the system has an access control
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feature. This RFID solution thus provides a

real-time view of the number of delivery

vans and containers on site. Should modifica-

tions become necessary in the supply chain,

these procedures can be promptly imple-

mented by the central database system. [Kric

oJ]

The RFID solution described above is also

used by the Volkswagen automobile manu-

facturer for identifying vehicles as well as for

tracking and tracing operations involving

distances of up to 100 meters. At the

Wolfsburg plant, vehicles are prepared for

pickup. Once their production has been com-

pleted, vehicles are equipped with a

transponder containing the vehicle identifi-

cation number and a list of tasks to be com-

pleted. The vehicle can be easily found by

the transponder´s activation of blinking LEDs

in a mobile reader. Services are automatically

recorded on the transponder as they are per-

formed, for example when entering the car

wash installation. The transponder also sup-

ports process flow control at the car plant.

For example, the dimensions of automatic

transport systems are adapted to the car

wheel positioning. The RFID tag can be

reused. [Iden 04]

In other countries cars are equipped with

RFID technology for testing automatic collec-

tion of highway tolls, for example. In the

course of a pilot project conducted in South

Africa, vehicle license plates were fitted with

passive RFID tags which could be read at a

distance of six meters. In the test, four vehi-

cles were each provided with two RFID tags

behind the windshield and driven past a

RFID reader. Readers can register up to 7,200

RFID tags per minute. In order to simulate

high-volume traffic conditions, vehicles were

driven past the readers one after the other,

abreast and even in opposite directions at

speeds between 80 and 100 kilometers per

hour or even greater. Even at speeds of

approximately 250 kilometers per hour, the

readers continued to record the RFID tags

with no problems. The RFID tags proved to

be very temperature-resistant during testing,

as they operated smoothly at temperatures

between -40° and +85° Celsius. [SEC 04a]

RFID technology has also been tested in pub-

lic transportation. For example, busses in

Edinburgh, Scotland were equipped with

RFID transponders. As soon as busses

approach a traffic light, it automatically

turns to green. With this system, public

transport vehicles have been able to reduce

the time previously needed to complete their

routes by ten percent. [Hill 03b]

8.6. Theft protection and stop-loss 

strategies

Also under discussion is the use of RFID sys-

tems for protecting against theft and reduc-

ing loss. For example, RFID is employed by

airlines not only for routing control but also

for reducing the volume of lost luggage and

for finding lost bags more quickly. Delta

Airlines, for instance, transfers between 35

and 85 million pieces of luggage per year.

Although less than one percent of this vol-

ume is misdirected, the associated costs

amount to 100 million US dollars per year. By

contrast, the investment costs for implement-

ing a RFID system are estimated at 25 mil-

lion US dollars. [tecc 04]

Airlines are also planning on using RFID to

prevent losses in their container and storage

management systems. At present they are

faced with problems of inventory manage-

ment but also those concerning the return of

containers hired out to third parties. The

localization functions of RFID are to be

employed to improve asset management.

Such systems are also used in other branches,

such as the automotive sector. 

RFID solutions have been used extensively for

many years in car anti-theft technology,

which interrupt either the ignition, the

starter or fuel pump, and which are deacti-

vated by an RFID transponder in the car key.

In this field Siemens has developed solutions

which control access to buildings or the use
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of motor vehicles by means of a “smart key”

integrated in a mobile phone in conjunction

with a reader. The familiar car key of today

is no longer needed. Mobile phones can also

be used in another functions – as an elec-

tronic purse, as a ticket in local public trans-

port systems, or as a scanner for reading tags

for data acquisition. In this regard, Siemens

has been testing a combined RFID-NFC tech-

nology (Nearfield Communication – see also

Section 10). [Gole 04]

Another area of application in asset manage-

ment is the office environment. RFID systems

are used, on one hand, as an anti-theft

device, particularly for high-value mobile

devices such as laptops, and on the other

hand for locating files or for the control of

pneumatic delivery systems. For example,

American law offices use electronic labels to

identify their documents. The labels are

marked with a write device and attached to

the document. So-called tracking pads are

employed in the secretary´s office or filing

department to control the documents before

they are sent out. This information is stored

in a central database which can also be

queried to track the documents. Mobile read-

ers support inventory or the location of lost

documents. The 3M company, a provider of

tracking solutions in this field, claims that

the RFID system can immediately track 95

percent of documents (file accuracy). In con-

trast, a practical example using a well-estab-

lished barcode solution would yield only an

accuracy of 65 percent. [Malo 04] The use of

RFID systems in pneumatic delivery systems

is aimed at avoiding the number of misdi-

rected letters. In addition, canisters can be

automatically routed back to the sending sta-

tion. With the help of database applications,

it is possible to control and optimize canister

cycle times.

A telecommunications firm in Hong Kong

localizes office furnishings practically in real

time. The fixtures are provided with

transponders which can be located by

employees using a PC or mobile phone. In

principle, this can also be used for computer-

aided inventory without manual control. The

system is also used to optimize company

resources. [Comp 04c] Comparable RFID solu-

tions are also used for anti-theft measures or

to reduce the amount of losses in the retail

trade. In this field, 1-bit systems have already

been used for roughly 40 years for electronic

theft protection, known as electronic article

surveillance (EAS). The signal sent by these

systems to the reader conveys only the pres-

ence or absence of a transponder in the

scanning field. Nowadays quite common,

these security labels – such as those attached

to clothing – must be set to “zero” at the

cashier in order to prevent the triggering of

an alarm when the item is carried out of the

store. (see also Section 8.8 “Supply chain

management”).

These solutions can be achieved in a more

“intelligent” manner with today´s RFID sys-

tems, i.e. if necessary, the transponder can

be hidden in the item by the manufacturer

and provided with detailed product informa-

tion in order to prevent shoplifters from

switching price tags, for example. Typically,

such solutions are not limited to theft protec-

tion, but are employed to make product

information more easily available, thus opti-

mizing inventory procedures for e.g. retail-

ers. But they can also be used – as tested by

the fashion company Prada – to provide cus-

tomers with additional product information,

which can then be displayed onscreen in the

store. 

The use of hidden transponders also provides

new opportunities for protecting small ani-

mals, breeding animals or protected species

against theft, mistreatment or loss. By using

injected microtransponders it is possible to

give an animal an identification that is dis-

tinctive, non-detachable and tamper-proof

worldwide. Pubic authorities, veterinarians,

animal shelters, national and international

breeders associations, universities and zoos

are able to identify admitted animals with a

reader and compare it to the information

stored in a central database. In this respect,

transponders are employed within the scope
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of the Washington treaty on the protection

of species, officially known as the Convention

on International Trade in Endangered

Species of wild Fauna and Flora (CITES).

CITES is a key instrument in binding interna-

tional law that is in force in over 150 con-

tracting states. [Euro 04]

RFID-based technology can also be used to

identify run-away or stolen pets and deter-

mine their actual owners. In principle, from

a medical point of view, practically all pets

can be identified with transponders. In dogs,

cats and rodents, the chip is applied subcuta-

neously to the left side of the neck by a vet-

erinarian using a sterile disposable applica-

tor. 

After injection of the transponders, the pets

must be registered in various databases.

Those of relevance include, for example, the

German central pet registry, TASSO and IFTA

(international registration). Readers are avail-

able in animal shelters, in many veterinarian

practices, at border crossing points and in

general at exhibitions, tournaments and auc-

tions. [Katz 04]

8.7. Environmental monitoring and 

sensor technology

For monitoring environmental conditions

using RFID, two types of applications are con-

ceivable:

• Tags can be used to support the moni-

toring of fauna by being attached to the 

animals and read by reading stations 

installed in the wild. This method can 

also assist in drawing a number of conclu

sions relating to other parameters of sur

rounding conditions.

• Tags are provided with sensors which 

measure such environmental parameters 

as temperature, humidity or the level of 

pollutants. These sensor tags are put in 

stationary or mobile objects and read eit

her intermittently or at the end of the 

anticipated life cycle.

Neither approach is yet employed directly for

environmental monitoring, but there are

related fields of application which demon-

strate the practicability of these methods. 

In Sweden, for example, what is known as a

“lachsracet” (salmon race) has been held in

the Vindelalven river since 1997 and is open

to the public. Here microtransponders were

subcutaneously applied to a total of 50

salmon weighing between 4.4 and 11.5 kilo-

grams. Encased in bio-compatible glass, the

transponders have a diameter of 2.2 millime-

ters and a length of 11.5 millimeters. As the

salmon make their way upstream, they are

guided through narrow artificial channels,

such as fish steps, where a reader having a

range of 38 centimeters reads and records

the code of the fish. The transponder

requires no battery. As the salmon swim past

the reader, their identification data is read.

Since this data is issued only once on a

worldwide basis, every fish migrating

upstream in the Vindelalven river can be

unmistakably registered as it passes the

antennas. A series of 25 readers was installed

along the Vindelalven from its source to its

mouth. Prominent sponsors have been found

for the “salmon race”, where bets are placed

on individual fish. The 50 salmon sponsors

include the crown princess Victoria, the

transponder company Trovan-Transponder,

DaimlerChrysler Industries, various operators

of hydropower plants, municipalities, banks,

sporting goods manufacturers and machine

construction firms, fishery associations, as

well as Ericsson and Microsoft, who provided

financial support to the project. [AOLm 04]

Sensor-equipped chips are increasingly used

to monitor specific effects of the environ-

mental on goods in transit. For instance, a

chip manufacturer in Dresden orders temper-

ature-sensitive photochemicals from a suppli-

er in Amsterdam. To avoid exposing the

chemicals to high temperatures during tran-

sit and their resulting spoilage, the manufac-

turer employs digital temperature loggers.

These are put in a shipping container, where

they keep permanent track of the ambient
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temperature. After the measured data are

read, they are converted to a XML format.

Upon arrival at the plant, the values can be

immediately fed into the MySAP PLM system.

Spoiled goods can thus be detected at once

and returned. Furthermore, the site and

cause of damage can be determined for doc-

umentation in any liability cases. [Fleis 02]

The Swiss Federal Institute for Materials

Testing and Research (EMPA) is currently

developing a project for installing RFID

transponders with sensors in bridges and

road surfaces for the purpose of collecting

data on mechanical and environmental

parameters that can be read while driving

by.

8.8. Supply chain management: 

automation, control and process 

control and optimization

One area of RFID applications that is fre-

quently mentioned is supply-chain manage-

ment. In practice, a “supply chain” is a net-

work of different firms cooperating with

each other to make a product and deliver it

to the end customer. With today´s emphasis

on reduced stock levels and the implementa-

tion of the “just-in-time” principle, the con-

trol and monitoring of the supply chain has

become a key to success. Difficulties in pro-

duction, with suppliers or during transport

of merchandise can have serious conse-

quences for downstream processes. 

Against this backdrop, RFID technology is

seen as a very promising solution for creat-

ing the transparency needed to implement a

more efficient control of logistical process

flows. The basic idea is to develop the poten-

tial for rationalization within the cross-sector

value creation chain and to organize the

overall flow of materials, information and

financial resources with the greatest efficien-

cy possible. With RFID technology, it is possi-

ble to track products and materials in real

time down to “batch size 1” throughout the

entire logistics network. The radio labels

attached to the merchandise provide infor-

mation on the products as well as the time

and place of their movements. 

After the IT consultant group LogicaCMG

announced the impending breakthrough of

RFID technology in April 2004, a more cau-

tious assessment of its market chances was

made a few months later by Booz Allen

Hamilton in a joint study with the University

of St. Gallen. [Booz 04] The empirical study

entitled “RFID Technology: New Motor of

Innovation for Logistics and Industry?“ was

conducted worldwide with over 30 leading

companies from Germany, France, Austria,

Switzerland, Great Britain and the USA. The

group was dominated by providers in the

fields of transport and logistics as well as

clients in the automobile industry. According

to the results of the study, the use of RFID

pays off in those branches where the utmost

in process reliability is needed in order to

meet strict documentation requirements and

in addition where a closed logistics cycle

ensures the reusability of the hitherto costly

tags. This applies primarily to the automo-

bile industry. In contrast, the study shows

that open systems, which form the basis of

applications in commerce and the consumer

goods industry, are not yet capable of yield-

ing a fruitful cost-benefit ratio due to high

investment costs in tags, reader infrastruc-

ture and system integration. 

Nevertheless, the retail industry, which is

under intense competitive pressure, is at

present still intent on employing RFID tech-

nology in their logistics systems in order to

realize its comprehensive potential in lower-

ing costs. On the whole, according to a study

conducted by A.T.Kearney, RFID provides two

advantages for merchandise management:

the reduction of inventories and thus the

reduction of warehousing costs and tied-up

capital, and the reduction of personnel costs

in shops and warehouses. [ATKe 04]

According to current forecasts made by

Soreon Research concerning the develop-

ment of the RFID market in the commercial
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sector, the next four years should see an

overall growth of the RFID market in Europe

from just over 400 million euro (2004) to 2.5

billion euro (2008). Germany is expected to

be the leading RFID market in Europe with a

volume reaching 600 million euro in 2008.

Analysts anticipate a drop in transponder

prices in the coming years brought on by the

use of lower-priced materials in production

and savings realized through large-scale pro-

duction. One of the underlying reasons sup-

porting the anticipated growth in the market

is that retailers will use tags not only on pal-

lets and cartons but, starting in 2006, will

also increasingly apply them to individual

products at the point of sale. Soreon

Research assumes that by 2008 about five

percent of all products retailed in Europe

will feature a RFID tag in addition to the bar

code or in place of it. European retailers (EU

15) market over 260 billion items per year.

[Sore 04]

Developments in commerce can be repre-

sented by the global drivers of RFID technolo-

gies: Metro, Wal-Mart and Tesco.

The “Future Store” of the METRO Group

Future Store Initiative – a collaboration of

the METRO Group with SAP, Intel, IBM and

other partner companies from the fields of

information technology and the consumer

goods industry – has been set up in the

North Rhein-Westphalian town of Rheinberg

as a pilot project for supermarkets with a

package of technological innovations.

Implemented at the Future Store is a fully

integrated system in the areas of inventory

management, information systems and point

of sale. The long-term goal is to accelerate

structural change in retailing, establish uni-

form standards for commerce worldwide and

to create a wireless network incorporating

the entire supermarket. Even the manual

barcode readers at cash registers are to be

replaced by electronic readers on the shop-

ping cart. Antennas and displays continually

record the goods placed in the shopping cart

and relay the final results to a payment sys-

tem. The data of the RFID tags are stored in

a central computer, known as the RFID flow

of goods system. All partners in the logistics

chain – i.e. in retailing, central purchasing,
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warehousing, distribution and production –

have access to this database. The pilot project

also tested fully-automated “self-service

cashier stations”, where customers pass their

shopping items over a 360-degree scanner to

record the price. The scanned items are then

placed in a bag which is automatically

weighed. If the resulting weight deviates

from that of the scanned items, an automatic

warning is sent to an employee at the infor-

mation desk. If the weights match, the tags

are cancelled and the goods are booked from

the merchandise management system. 

The world´s fourth-largest commercial enter-

prise, the Metro Group, has by now opened a

“RFID Innovation Center” in Neuss, where

marketing lines, technology partners and

suppliers can prepare themselves for the

introduction of RFID technology before

Metro integrates them into the supply-chain

process. The METRO Group will probably be

the world´s first commercial company to

replace conventional barcodes with RFID

transponders throughout the entire supply

chain. The first phase of the rollout is sched-

uled for November 2004 with an initial 20

suppliers, which in Germany is to be succes-

sively expanded to include about 100 suppli-

ers, eight warehouses, and 269 sites of the

Metro Cash & Carry, Real and Kaufhof distri-

bution channels. According to plans, by the

start of 2006 a total of 300 suppliers will

deliver pallets equipped with radio chips to

the distribution centers of the Metro Group.

[Com 04b]

The introduction of RFID systems at the

Metro Future Store has already resulted in

considerable uncertainty among consumers.

Because the Metro Group issued a customer

payback card with a transponder without

informing consumers, it has drawn heavy

criticism from data privacy advocates.

Furthermore, the “Association for the

Promotion of Public Mobile and Immobile

Data Traffic" (FoeBuD) has criticized that the

RFID tags contained in the price tags still

function after leaving the store. As a result,

the Big Brother Award in the category “con-

sumer protection” was awarded at the end of

2003 to the Metro Group for its “Future Store

Initiative”.

Last year at the Cambridge branch of the

British supermarket chain Tesco, all packages

of Gillette Mach3 razor blades were provided

with RFID tags. Because of its high price and

good chances of being sold on, Gillette´s

“Mach3” razor blades are, according to the

manufacturer, “the most coveted item of

British shoplifters”. The company loses ap-

proximately 30 million US dollars per year

through shoplifting. [Hand 03, McKa 03]

According to Tesco spokesmen, the now con-

cluded pilot was meant to gain new knowl-

edge in the field of merchandise logistics.

However, the organization “Consumers

Against Supermarket Privacy Invasion and

Numbering” (CASPIAN) claimed that the

supermarket manager also installed anti-

theft devices and secretly photographed cus-

tomers who handled the razor blade packs

equipped with radio labels. It also said that

cameras were posted at the checkout counter

to film all customers wishing to leave the

store with a RFID-secured item. CASPIAN

then called for a worldwide boycott of

Gillette. [Heis 03]

The big player in the US retail sector, Wal-

Mart, has concluded its pilot program for

introducing RFID labels in its stores and dis-

tribution network, claming that it has

encountered no problems and that it plans

on implementing the technology on a wider

basis. Wal-Mart initially tested RFID technolo-

gy only in the Dallas area. In the test, RFID-

tagged cartons and pallets for 21 products

provided by eight suppliers were sent to the

distribution center in Sanger, Texas, which

then distributed them among seven local

“Super Centers”. By January 2005 the compa-

ny intends on having its top-100 suppliers

switch to RFID technology. Wal-Mart is

presently organizing a conference with 200

large-scale suppliers to discuss the further

expansion of the RFID program. [Com 04a]
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The use of RFID technology in optimizing

business processes is also becoming more fre-

quent in the area of industrial manufactur-

ing. Transponders are attached to the parts

to be produced, which not only enables data

to be read but also to be written to the data

carrier. In addition to the identity of the

part, transponders can also document its

actual status (e. g. stage of processing, quali-

ty-control data), as well as its past and future

status (desired final state).

Since the automobile industry produces

exclusively to order, with two ordered vehi-

cles rarely matching one another exactly,

automatic material flow control has become

the most crucial requirement in this branch

for ensuring smooth operations. In addition,

the ever-greater cost squeeze faced by the

automobile industry in the production of

new model ranges encourages the continual

reduction of process-related costs. On one

hand, this objective is achieved by increasing

automation in production and logistics. On

the other hand, attempts are made to ensure

a reliable production supply while making

constant reductions in on-site inventory. RFID

technologies are primarily employed in the

area of chaotic production systems. 

Thus, DaimlerChrysler in the USA and

Volkswagen in South Africa have already

started to equip each bodyshell still in a very

early stage of production with a transponder

which remains with it throughout the vehi-

cle´s entire life cycle. The distinctive coding

controls the manufacturing process (coordi-

nating the appropriate assembly compo-

nents, choice of color, type of motor, etc.).

Later the transponder ID number can be

used to identify the vehicle in the service

points, e.g. for reliable information concern-

ing the assembly component versions for

procuring spare parts. In addition to the

direct identification of the vehicle, transpon-

ders are also provided in the transport skids.

This requires the use of robust transponders,

since they are continually subjected to tem-

peratures of approximately 220° Celsius dur-

ing heat treatment of the paint finish. The

chaotic production of different types of vehi-

cles on one assembly line depends crucially

on the reliable identification of the supplied

assemblies and components. To this end Opel

of Belgium has marked workpiece supports

as well as mounting devices with transpon-

ders. The resulting advantages: no delivery of

wrong parts, optimized assembly line flow,

no retooling or waiting times, more efficient

production and an optimal flow of informa-

tion to the service points. [Euro 04]

Aiming at optimizing the overall logistic

process, a large-scale automobile manufactur-

er in Baden-Württemberg, in conjunction

with a number of suppliers, has implement-

ed a RFID-based solution for container man-

agement. Here the supplier uses a read-write

device to record container-specific informa-

tion, such as quantity, article code, container

ID, etc., on the responder, which is fixed to

the carrier. All production-relevant data are

thus associated with the container. After the

individual containers are loaded on a trailer,

the data collected by the reader is consolidat-

ed in a delivery slip, which is also written to

a transponder attached to the trailer. Once

the truck leaves the supplier´s depot, the

delivery slip data are automatically received

by antennas installed at the depot exit and

forwarded to the automobile maker as

advance information. At the same time, the

supplier uses the electronic delivery data to

book the shipment out of his own inventory

management system. As the truck enters the

premises of the car plant, the delivery slip

data are already read at the gate by installed

antennas and transferred to the incoming-

goods system. When the truck is unloaded at

receiving, the individual containers are read

by an antenna installed at the transfer point.

These data are checked with the delivery

ship and sent to the inventory management

system. The incoming containers are then

sent by driverless transport systems to the

individual consumption sites. To ensure

equipment availability, a security check is

made before each transport. When contain-

ers arrive at an automated cell, a check is

first made of their identity and proper 
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materials before they are cleared for deploy-

ment. Deployment continues if the check is

positive, the driverless transport system con-

firms the completed driving order and the

quantity of items read by the transponder is

booked out of the inventory management

system. The use of RFID was able to reduce

logistics costs by 15 percent per year. A fur-

ther reduction of ten percent is expected

through further optimized procedures in the

process chain. Evaluations made of container

cycles have also shown that the exact deter-

mination of the number of required contain-

ers is capable of reducing investment costs

by up to ten percent. [Mose 04]

The automobile industry in particular

employs the RFID system OIS-P. OIS-P oper-

ates at a frequency of 2.45 GHz. It can read

and write data from distances of up to ten

meters. Its strong points are its resistance to

electromagnetic disturbances, its robust

design and the high heat-resistance (235°

Celsius) of its data carriers. The data carriers

can store up to 32 Kbytes and are preemi-

nently suited for use in automobile produc-

tion, i.e. bodyshell work, paint coating and

final assembly. [Baum 04]

Some manufacturers of sports and racing

cars (NITEC, Porsche) also provide transpon-

ders on all employed assemblies to ensure

complete tracing of all steps in production

and quality control as well as to provide con-

trols for guarantee claims. All information

relating to every step in production and

assembly can be retrieved, and all steps and

processing details can be stored and called

up when needed. [Euro 04]

RFID systems are increasingly used for opti-

mizing logistics at such transportation hubs

as ports or airports. At the Port of

Hamburg´s Container Terminal Altenwerder

(CTA), the loading, temporary storage and

onward shipping of standardized containers

is already almost completely organized by a

computer program. Seven semi-automatic

gantry cranes at the quay precisely place the

containers on 35 driverless trucks which –

directed by transponder – each head for one

of the 11 storage blocks. The routes of the

automatic vehicles on the CTA premises are

planned and controlled by a computer. A

close network of transponders embedded in

the asphalt continually monitors the position

of the vehicles in the area between the quay

and storage, which measures 100 by 1,400

meters in size. Nearly 12,000 transponders

are to be embedded in the asphalt by the

end of 2005 and provide constantly updated

position data to a total of 65 computer-assist-

ed, automatic vehicles. [Enge 03]

Another exemplary application in the field of

industrial production is being implemented

by the computer manufacturer Dell. At its

production sites in China, RFID tags are used

to control final assembly, installation and

packing, as well as the shipping of the com-

puters. This has increased Dell´s productivity

and – as claimed by Dell itself – boosted its

image as an innovative company. [LePh 04]

Thus RFID offers new application opportuni-

ties not only in the optimization of supply

chains, but also in their monitoring. TK-LOG

Tiefkühllogistik, a provider of logistics for

frozen food manufacturers, has been partici-

pating in a project conducted since the end

of 2003 for implementing a RFID-based auto-

mated monitoring of the temperature course

of goods in the cold chain. Here the course

of transit and temperature is to be moni-

tored and controlled for frozen goods from

the manufacturer to the supermarket frozen

section, thus ensuring the quality of the

products. In addition to TK-LOG, project par-

ticipants include the IT provider massex sys-

temhaus as well as Langnese Iglo and Lupo.

Every transport tool, every pallet and every

roll container was provided with active RFID

transponders with integrated temperature

sensors for recording ambient temperatures

along the logistics chain to the final transfer

of goods to the customers. The plans provide

for the transponders to be written with an

electronic pallet contents slip at the TK-LOG

shipping department and to start tempera-

ture recording upon shipping. With the help

82



8. Areas of RFID Application

of an RFID-compatible reader, the product

temperatures for each thawing class are sim-

ulated on the basis of the recorded ambient

temperatures and the observance of the cool-

ing chain confirmed by signature on the

electronic display. For incoming goods,

mobile RFID readers were chosen to collect

the transponder data. The data are visualized

for this purpose. [MASS 04]

Sponsored by the Federal Ministry for

Economics and Labor, the Cologne University

Trade Research Institute (IfH) and the

Research Institute for Management and

Beverage Logistics (FIM) at the Research and

Teaching Institute for Brewing in Berlin are

presently studying the prospects of RFID for

optimizing the logistics of reusable contain-

ers for small and medium-sized firms.

Running until June 2005, an analysis will be

made of the technical possibilities of using

RFID technology in the distribution of return-

able crates of a brewery among retailers as

well as the redistribution of the empty con-

tainers. Most relevant to this commercial

field is the multi-accessing of pallets.

Another focus of the study was its possible

applicability to other classes of goods and

trade branches with closed cycles. In the

course of the field study, the frequency range

of 13.56 MHz was chosen. The rewritable

transponders correspond to the ISO-15693

standard and were attached to the beverage

crates with individual identification. The

maximum distance of the readers was 1.5

meters. Circulation data were collected in a

number of central databases. The application

operates independently of existing IT systems

for merchandise or inventory management.

A link to the control system of the bottling

line was made only at the brewery. The data

of the individual processing points could

then be evaluated such that a closed cycle

for the beverage crates was produced.

The Fraunhofer Institute for Factory

Management and Process Automation

(Fraunhofer IFF) has established a testing and

development laboratory for RFID technolo-

gies at its Magdeburg site. The

“LogMotionLab” was opened in June of 2004

and provides industry, commerce and service

providers with a wide array of RFID technolo-

gies for practical testing. It also presents the

possibilities of using RFID technology for

monitoring and controlling logistic process-

es. Interested parties may borrow mobile

components from the laboratory upon

request. The goal of the laboratory is espe-

cially aimed at testing, modifying and finally

evaluating the use of RFID technologies on a

practical scale, particularly for logistic

processes. For that reason, the laboratory

also provides two material flow systems

which transport goods on a conveyor belt

and on metal rollers. Objects fitted with

transponders travel along this 15-meter

stretch at high speeds and, if necessary, in

endurance tests lasting for days. Studies are

made, for example, on how much data can

still be correctly acquired at what speeds and

how transponders react to temperature,

vibrations, jolts, chemicals and electromag-

netic effects. [Mylo 04]
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9. Factors facilitating or inhibiting the 

use of RFID

RFID technology has been used for various

experimental purposes for a number of

decades and has managed to establish itself

in some areas of the marketplace. A variety

of new applications are being tested in pilot

projects. Depending on the varying sur-

roundings and the general data concerned,

the entire spectrum of RFID systems have

been employed with varying technological

complexity. In the process, a number of facil-

itating and inhibiting factors can be general-

ized with respect to their influence on the

further spread of RFID applications. RFID sys-

tems compete with other automatic identifi-

cations systems, such as barcode, OCR and

smart cards. The individual procedures differ

with respect to the central performance

parameters(see Table 9.1.).

The results of the online survey conducted in

August 2004 for this study also point to clear

differences in the assessment of the relative

strengths and weaknesses of Auto ID tech-

nologies as compared to barcode, smart card

(contact), OCR and RFID. The surveyed

experts were asked to evaluate these tech-

nologies with respect to the parameters

“cost”, “performance”, “cost-benefit ratio”,

“reliability” and “information security” rang-
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Parameter/System Barcode OCR Smart card RFID

Typical amount of data (byte) 1 ~ 100 1 ~ 100 16 ~ 64k 16 ~ 64k

Data density low low very high very high

machine readability good good good good

human readability limited easy impossible impossible

susceptibility to dirt/liquids high high
possible
(contact)

none

Influence of (optical) barrier total failure total failure possible none

Influence of direction and
position

slight slight very high none

Wear and tear limited limited limited none

procurement costs / auxil.
reading devices

very low medium low medium

Unauthorized copying or
modification

easy easy difficult difficult

reading rate (incl. data 
carrier operation)

low ~ 4 s low ~ 4 s low ~ 4 s
very 
fast ~ 0.5 s

reading rate (incl. data 
carrier operation)

0 … 50 cm < 1 cm (Scanner) direct contact
0 … 5 m,
microwave

Table 9-1: Characteristics of selected Auto ID systems by comparison 
[based on Fink 02, with modifications]
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ing from “+2” (clear strength) or “+1”

(strength) to “0” (neutral, i. e. neither

strength nor weakness) to “-1” (weakness) and

“-2” (clear weakness) (see Figures 9-1 to 9-5).

Compared to other Auto ID systems, RFID sys-

tems excel above all in their performance, as

seen, for example, in the typical quantity and

density of data to be processed, the readabili-

ty of the data carriers and their machine

read rate, or even the resistance of the data

carrier to such external factors as water and

dirt. 93 percent of the surveyed experts

assessed the performance of RFID systems as

a strength, with at least two-thirds of the

respondents (67 percent) rating it as a clear

strength (see Figure 9-2).

RFID systems have the advantage that they

require no intervisibility between transpon-

der and reader, and that they are capable of

multi-accessing and reading through various

materials. Furthermore, some types of

transponder can be rewritten a number of

times. This gives them a greater range of

application compared to barcode technology

(e.g. their suitability for the logistics of

returnable containers).

Figures 9-4 and 9-5 clearly show that the sur-

veyed experts also regarded functional relia-

bility and information safety as an essential

strength of RFID systems in comparison to

the other listed Auto ID technologies barcode,

contact smart cards and OCR (total strength:

79 and 80 percent, respectively; clear strength:

41 and 30 percent, respectively). It is above

all this particular range of performance that

encourages the use of RFID systems.

Among the drawbacks of RFID technology

are the high costs for procuring and deploy-

ing RFID systems, the present low degree of

standardization, as well as the uncertainty as

to whether corporate users will accept RFID

in the future and whether RFID systems can

be successfully linked economically and tech-

nically with existing data processing systems

and structures. Thus, a total of 66 percent of

the experts regarded accruing costs as a

weakness of RFID technology, with at least

33 percent viewing it as a clear weakness

(see Figure 9-1). Because of the high perform-

ance of RFID, its high costs were relativized

in the assessment of the cost-benefit ratio. Its

cost-benefit ratio was evaluated by 29 per-

cent of the respondents as a weakness and

by 11 percent as a clear weakness (see Figure

9-3).

The strengths of barcode technology, on the

other hand, are found primarily in its rela-

tively low costs and favorable cost-benefit

ratio. Thus, 89 percent of the surveyed

experts evaluated the required deployment

costs for barcode as a strength and 74 per-

cent as a clear strength in comparison with

smart cards, OCR and RFID (see Figure 9-1).

The cost-benefit ratio of barcode was evaluat-

ed by slightly more than three-fourths of the

respondents as a strength (79 percent), with

slightly less than half of those interviewed

(49 percent) evaluating it as a clear weakness

(see Figure 9-3).

Other advantages of barcode are its relatively

high degree of standardization and its high

acceptance among users. Among the draw-

backs of barcode are its intervisibility

requirement, its relative susceptibility to soil-

ing and its inflexibility with respect to subse-

quent modifications. Nevertheless, the per-

formance of barcode technology was consid-

ered a weakness by only 27 percent of the

respondents, and a clear weakness by 11 per-

cent (see Figure 9-2).

One feature of OCR systems cited as a signifi-

cant advantage was the possibility of using

optic data collection as a control or in an

emergency. The results of the online survey

show that in comparison with the other Auto

ID technologies, OCR technology was accord-

ed the least overall strength. However, the

required deployment costs of OCR technolo-

gy was evaluated by 59 percent of the

respondents as a strength and by 23 percent

as a clear strength (see Figure 9-1). Low per-

formance was regarded as the main disad-

vantage of OCR systems. Thus 36 percent of
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the respondents evaluated the performance

of OCR technology as a weakness and 17 per-

cent as a clear weakness (see Figure 9-2).

One of the advantages of contact smart cards

is that the data stored on them can be pro-

tected against unwanted (read) access and

manipulation. No air interface is required.

The test results of the online survey demon-

strate that a relatively high degree of infor-

mation security is attributed to the contact

smart card. Thus 64 percent of the respon-

dents evaluated the “information security”

parameter of the smart card as a strength,

and even 30 percent as a clear strength (see

Figure 9-5). The evaluation of the reliability

of the contact smart card was also clearly

positive in comparison to the other Auto ID

technologies on the survey. Over half of the

respondents evaluated the reliability of the

smart card as a strength (56 percent), with

one-fifth (20 percent) of them considering it

a clear strength (see Figure 9-4).

On the other hand, the smart card´s suscep-

tibility to wear, corrosion and soiling was

seen as a disadvantage. Above all, frequently

used readers and smart cards result in high

costs due to failure. In addition, freely acces-

sible readers (e. g. in telephone booths) can-

not be protected against sabotage. 41 per-

cent of the surveyed experts evaluated the

necessary deployment costs of contact smart

cards as a weakness in comparison to the

other Auto ID systems, and 17 percent con-

sidered such costs to be a clear weakness (see

Figure 9-1).

The functionalities of transponder technolo-

gy play an essential role in developing its

economic potential. High-end transponders

in particular offer enhanced opportunities

for automation in mass production processes

and also feature faster rates of data transfer,

which in turn make more complex applica-

tion possible. Transponder technology can be

integrated practically anywhere (e. g. in

products, packaging, cargo). Its greater mem-

ory size, the ability to handle multi-applica-

tions and not least user comfort are some of

the advantages of contactless RFID systems.

But even underlying economic conditions

and legal regulations facilitate the deploy-

ment of RFID systems.

Underlying economic conditions

From an economic perspective, tight costs

and the competitive pressure in international

markets support the wider use of RFID sys-

tems. New prospects can be seen above all in

those fields and branches of application in

which productivity gains are expected

through increased automation. The use of

RFID increases the overall transparency of

the supply chain and cuts down on trans-

action costs for businesses. But even the in-

creasing integration of markets encourages

the use of RFID systems. This use is primarily

aimed at developing competitive advantages

through the systematic assessment and con-

trol of complex logistical relationships in the

value creation chain. Last but not least, RFID

technology is to support the mass production

of products that are specially tailored to cus-

tomer wishes by having machines adapt

automatically to the production require-

ments at hand (mass customization). This

process involves not only the specification of

the finished product but also detailed infor-

mation on how individual production

machines are to be configured to produce

this specific product.

Legal regulations

Due to the increasing number of legal regu-

lations affecting a broad range of applica-

tions, RFID-based solutions will become more

attractive to business. In the wake of EU reg-

ulations, they have attracted the keen atten-

tion of business players in the fields of logis-

tics and agriculture, including all upstream

and downstream phases in the value chain

(e. g. traceability of foodstuffs, protection

against epidemics). Furthermore, increasing-

ly strict standards regarding quality, safety

measures and documentation have accelerat-

ed the use of RFID systems in diverse sectors

for the maintenance of technical installations

(e. g. vital safety components in air condi-

tioning and ventilation systems). The mark-

87



9. Factors facilitating or inhibiting the use of RFID

88

0 10 20 30 40 50 60 70

Strengths and weaknesses of Auto ID technologies by comparison

Cost-benefit ratio (strength – positive, weakness – negative)

-2

-1

neutral

1

2

Barcode

RFID

Smart card
 (contact)

OCR

n=70
IZT 2004

Figure 9-3: Strengths and weaknesses of Auto ID technologies by comparison –

Cost-benefit ratio

Strengths and weaknesses of Auto ID technologies by comparison

Functional reliability (strength – positive, weakness – negative)

-2

-1

neutral

1

2

OCR

Barcode

Smart card
(contact)

RFID

n=70
IZT 20040 10 20 30 40 50 60 70

Figure 9-4: Strengths and weaknesses of Auto ID technologies by comparison – Functional

reliability



9. Factors facilitating or inhibiting the use of RFID

ing of chemical starting materials is also sub-

ject to a variety of requirements and has

therefore become progressively supported by

RFID systems: in addition to the usual prod-

uct designation and use-by dates common to

other branches, legal regulations also stipu-

late, for instance, notices concerning the haz-

ardous materials, storage and transport, as

well as a detail list of ingredients.

In contrast, the use of RFID systems is

presently inhibited by the following factors.

Technical problems

Difficulties in RFID-based data acquisition are

heightened when conducted in the vicinity

of metal or liquids: individual frequency

ranges are disrupted and problems arise in

the identification of bulk packaging. More

than two-thirds of the experts of RFID sys-

tems surveyed in this study regarded prob-

lems arising in the vicinity of metal or liq-

uids as a “very high” or “high” inhibiting fac-

tor, and more than half of them evaluated

problems with bulk packaging in the same

manner (see Figure 9-6).

Also cited as inhibiting factors were lengthy

readout times of several seconds, shadowing

effects between almost identical bursts, as

well as radio interference effects and fre-

quency shifts due to the presence of inadver-

tently placed metal objects. These effects

must be selectively reviewed for choosing the

right RFID solution.

Insufficient standardization

Although progress is being made in the

international standardization of RFID, many

sectors still lack international standards,

which poses a considerable obstacle to the

implementation of industry-wide applica-

tions. Worldwide standardization is an indis-

pensable prerequisite for OEMs of hardware

and software being able to rely on a depend-

able technical framework and eliminate pres-

ent problems faced by users of components

from different manufacturers. Against this

backdrop, the primary obstacle from an eco-
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nomic standpoint is the lack of standards. 

At least 60 percent of those surveyed in this

study are of the view that incompatibility

problems between transponders and readers

of different manufacturers can be expected

(see Figure 9-6).

There are a number of separate OEM-depend-

ent solutions on today´s market whose

respective software and hardware are in

many cases incompatible with other solu-

tions. A similar situation exists in the field of

data models: although the Electronic Product

Code (EPC) is the preferred cross-industry

standard – particularly in North America –

standardization in this sector of RFID tech-

nology of is not yet complete. 

Another related field is the regulation of fre-

quencies. At present, for instance, the goods

of multinational corporations must be

equipped with transponders operating at dif-

ferent frequency ranges. Although UHF and

microwave transponders are gaining in

importance, the required bandwidths are not

available for commercial use in Japan and in

parts of Europe.

Two-thirds of the surveyed RFID experts con-

sidered the lack of sufficient harmonization

in the area of frequencies and transmission

performance to be a high or very high

inhibiting factor (see Feature 9-7).

High costs of transponders and 

RFID integration

In 2003 the average price of a transponder,

which was partly influenced by relatively low

production quantities, was 91 euro cents for

a passive HF transponder and 57 euro cents

for a passive UHF-RFID transponder [Ward

04]. For many companies, passive transpon-

ders will be of no interest until the unit price

drops to ten euro cents [Höni 03]. Even

though market researchers assume that the

price of a passive transponder will drop to

well under ten euro cents in the near future,

the present high costs per tag continues to
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inhibit the use of RFID for mass market prod-

ucts [Booz 04].

The procurement costs per transponder and

reader were considered by almost a third of

the survey´s respondents as being the great-

est inhibiting factor (29 percent in both cas-

es) on the cost side (see Figure 9-8). In addi-

tion to these procurement costs, considerable

investments must be made in the infrastruc-

ture of the RFID system. These include costs

for collecting, processing and evaluating the

acquired data as well as for providing an

computer network. Added to these are the

costs of reorganizing business processes. The

start-up phase is typically characterized by a

parallelism of RFID and conventional sys-

tems. These underlying conditions inhibit the

introduction of RFID systems, particularly in

small and medium-sized companies which

already have an Auto ID system.

Information security

RFID systems create a new dimension in pro-

viding reliable data on object movements,

thus improving the congruency between the

virtual world of data and the world of real

objects on which the data are based. Eco-

nomic processes will not only make use of

this congruency but will increasingly take it

for granted. A logical consequence of this

development is the growing dependency of

employed processes on the integrity of RFID

data. This entails risks which can only be

checked by adequate information  security. It

is difficult at present to access the prospects

for ensuring such security, as the future

development of RFID remains relatively open.

However, previous experiences in the field of

IT security do show that even procedures

originally considered quite secure can

become insecure in the course of their scien-

tific and technical development due to the

discovery of previously unknown gaps.

Because of the large investments made in

RFID technology, which should be viewed

more as an infrastructure than as an individ-

ual application, and due to the fact that the

essential data carriers (tags) are distributed

in great number, subsequent changes to the

security protocol of RFID systems will entail

very high investment expenditures. In practi-

cal terms, they can only be realized when a

new generation of the technology is intro-

duced. The latent risk that significant invest-

ments in infrastructure could be jeopardized

by security problems is thus an inhibiting

factor for RFID systems.

Open issues concerning data protection

and privacy

The progressive implementation of RFID sys-

tems is being keenly followed by the public

and mass media and is a topic of controver-

sial discussion. From a social point of view,

guarantees of privacy and various aspects of

data protection play an ever-increasing role

in this controversy (catch-words: “naked cus-

tomer” or “naked citizen”). Civil rights organ-

izations have published a common position

paper on the use of RFID and the associated

risks posed to data privacy. [FoeB 04].

The signatory organizations acknowledged

that there can be justified interests in the

use of RFID on the part of business but, in

light of the considerable risks involved, they

called for dealers and manufacturers to

observe a voluntary moratorium on the use

of RFID for consumer goods until all risks

were reviewed in a comprehensive technolo-

gy assessment that would propose possible

counterstrategies.

According to the surveyed RFID experts, con-

sumer concerns regarding data privacy were

seen by more than a third (36 percent) as a

very high or high inhibiting factor (see

Feature 9-9).

Lack of practical knowledge

From an economical point of view, a deficit

of practical knowledge is one of the main

factors inhibiting the broader use of RFID

systems. Thus, poor RFID know-how of com-

panies and the lack of reference solutions

were cited by over half of the study´s respon-

dents as being a very high or high inhibiting

factor (see Figure 9-10.)
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10. Development perspectives of 

RFID technology

10.1. Making the risks visible in the form

of fictive cases

10.1.1. Introduction

On the one hand, RFID technology is open-

ing up numerous opportunities for society

and business. On the other hand growing

risks are connected with broad use of the

technology. The economic success of RFID

technologies -- and that of the companies

investing in them -- depends inter alia on the

extent to which one succeeds in protecting

internal data stocks and external communi-

cation from data loss and data abuse.

The following fictive cases are intended to

make visible possible risks of RFID technolo-

gy for the time horizon up to 2010 in the 

selected application contexts of Labelling of

Products and Access and Route Control. 

They have been put together based on expe-

rience in using RFID technology, with a view

to showing a spectrum of RFID technologies

that is as wide as possible (from low-end to

high-end ).

The fictive cases are explicitly not to be

understood as forecasts. Instead they are

intended to help sensitize decision makers

for the topic of IT security in the field of

RFID innovation, to raise awareness for risks

and to motivate the decision makers to

analyse and protect information technology

systems in companies and organizations in

an appropriate way.

10.1.2. Application area Labelling 

of Products 

RFID technology offers great economic

potential for identifying products in selected

business systems. RFID tags are being uses in

more and more objects of daily life. Especial-

ly high-value products and ones vulnerable

to counterfeiting are being equipped with

RFID transponders. Examples include products

in the pharmaceutical industry, the automo-

bile industry and the textile and fashion

areas. Expansion of the technology will not

cover all areas before the Year 2010. The

costs of using RFID technology will probably

drop moderately; standardization will contin-

ue in some areas. RFID technology will not

penetrate broad sectors until the Year 2010

as a result of a level of standardization which

is still unsatisfactory.

In addition to RFID systems auxiliary applica-

tions will continue to expand which are con-

tributing to an expansion of customer-based

data stocks. One example of this is the loyal-

ty card which is giving retail companies and

large supermarkets comprehensive access to

individual customer behavior and which is

being accepted by customers for their price

incentives.

The continuing spread of RFID technology in

the area of identification of products is

expanding the possibilities of data collection

and processing. Various potential abuses are

resulting from this which are hard to moni-

tor due to a lack of transparency. The danger

exists that as the labeling of products

spreads further, greater correlations will be

established between the RFID labels and the

customers i.e. users of the products, and

stored. This is a topic in the current discus-

sion of data and consumer protection.

Fictive case study no. 1:

Artificial limiting of compatibility 

and service life

RFID tags have become an integral compo-

nent of many products in this Year 2010 and

cannot be detached from them.

Many devices only accept replacement parts

if an authorization code is stored on the

RFID. That precaution forces cheap fake

replacement parts off the market and

increases safety considerably. One example is

a reduction in the risk of exploding replace-

ment batteries for mobile phones. The suc-

cess of this idea has induced other manufac-

turers as well to use authorization chips in
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order to differentiate markets better. Large

manufacturers of convenience food equip

packages with RFID tags bearing regionally

different codes, which supply additional

information about preparation time and

recipes only to microwave ovens of the same

region. Packages originating in unauthorized

regions (such as Eastern Europe) do not offer

this additional function, even if it could be

implemented technically.

An even more aggressive intrusion on con-

sumer rights has aroused opposition in parts

of the population: shavers, inkjet printers

and cameras accept only replacement parts

from their respective original manufacturer.

One example is washing machines that can

only be loaded with pellets which have a

proper one-way RFID impressed on them.

Foreign detergents are thus not accepted.

Most newly manufactured cars contain an

RFID system which automatically monitors

the replacement parts (such as tires) for their

genuineness and age. These are equipped

with RFID tags and some even with sensors.

In authorized garages parts that have

reached a maximum service life as specified

by the manufacturer or whose use licence

has expired are recognized and replaced.

Only such replacement parts can be installed

that have been made by licensed manufac-

turers. The on-board computer checks and

accepts these on the basis of their coded ID.

Unless a valid ID is present, the vehicle refus-

es to function. The manufacturers legitimate

their action with safety arguments; but cus-

tomers cannot verify the action in detail and

are forced to trust the manufacturer blindly .

One consequence is that RFID tags are dealt

on the black market after being taken from

accident vehicles whose time limit is not yet

expired.

Fictive case study no. 2:

Analysing data traces of objects in 

court cases

Implementing the Internet of Things has pro-

gressed in the Year 2010. This development

has made it possible to expand government

surveillance as part of criminal proceedings

to material objects of everyday life, as used

to be possible only in the area of telecommu-

nications back in 2004.

Although the value of such data collections

for criminal proceedings has been ques-

tioned repeatedly, the analysis of logfiles has

taken on an extent unknown until now. In

addition to data from telecommunications

now data from RFID systems also have to be

stored with person-specific data. As a matter

of course, data sets from service stations, toll

bridges, etc. are used as part of terrorism

defence. Besides that, such data are com-

bined with telecommunication data, thus

making it possible for the data traces from

material objects (such as goods) to be corre-

lated with those of logical objects (such as

Internet connections, credit card numbers).

After various changes to the law have been

made, practically all operators of open RFID

systems are obliged to store the logfiles of all

RFID transactions for a long time and to turn

them over to the police when requested to

do so.

This situation has brought operators of small-

er applications into economic problems,

because the costs of data management have

risen rapidly in recent years, although the

direct costs of data storage have dropped.

The development, establishment and mainte-

nance of police information systems cannot

keep up with technical RFID developments

despite heavy outlays, display inner incom-

patibilities and are hardly accessible to any

effective monitoring by parliament.

10.1.3. Application Area Access and 

Route Control

Access and Route Control using RFID systems

and storage of data in central databases will

be widespread by the Year 2010 both in the

public, semi-public and corporate areas.

Control will spread all the faster because

incompatibilities matter less in closed sys-

tems.
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Especially large companies opening new

locations or expanding their existing IT sys-

tems in the area of access will decide in

favour of an RFID system. In-house RFID-

based access and route control is used not

only in the incoming area, but also for other

functions (such as time management, for

break times, access to safety relevant areas

on the premises, optimizing processes and

thus determining person-specific data for

performance monitoring).

Companies are already using the potential of

information and communication techno-

logies (ICT) today to monitor the behavior

and performance of their employees – even

at subcontractors´. The employees are not

always informed that ICT are being used to

monitor them.

In leisure areas as well RFID systems establish

themselves for access control. Although they

can be used for route control, this function

does not stand in the main focus of interest.

Instead it is the rising acceptance of online

shopping on the Internet and mobile phones

in the area of ticketing and the advantage

that tickets can be replaced if lost that act as

enablers.

Thus both for the corporate area and the

semi-public area RFID-based access and route

control opens up an expanded potential for

surveillance. A field of tension develops

between efficiency and convenience on the

one hand and security and data protection

on the other.

Fictive case study no. 1:

Surveillance of soccer fans

Tickets for major sport events in the Year

2010 all contain an RFID chip, which auto-

matically lets visitors into the stadium. For

one thing, soccer fans are supposed to be

relieved of long waiting times at the gate;

secondly, black market dealing in tickets is

supposed to be counteracted in this way. A

central database ensures that if a ticket is

lost, a new one can be issued and the old

one deactivated.

Correlating the ticket number to a person is

done during pre-event sales, and cannot be

altered afterwards. Only the recipients of gift

tickets have to identify themselves and pres-

ent an ID when they first enter the stadium.

The stadium is equipped with readers not

only at the entrance, but also at all passage-

ways. This activity has been legitimized in

the General Terms of Business beforehand.

Personal-reference data are transferred to the

event organizer, a private security service

and the police. The latter has already set up

a personalized database during ticket sales

and thus is informed at all times about

where such persons are in the stadium who

are known to the police from earlier events.

Any blocks of fans that become conspicuous

are dealt with collectively without necessitat-

ing that the police carry out any confronta-

tional and expensive person checks.

Innocent bystanders who happen to be near

the reader monitoring the conspicuous

blocks also get registered.

Fictive case study no. 2:

Performance and behavior monitoring in

companies

German labor law requires permission from

a company´s works council before any tech-

nological devices can be used to monitor

workers. [The particular basis for this role of

the works council in German law is § 87 Abs.

1 Nr. 6 BetriebsVG] 

In the Year 2010 the works council agrees to

introduction of an RFID system in order to

control access to security-relevant areas. At

the same time synergy effects are used and

the access control system is connected to the

time management system in the company.

Other functions such as a pay function in the

company cafeteria are also integrated. The

data obtained on the employees in these

ways are brought together. It becomes possi-

ble to prove that a worker failed to perform

a duty in his/her work agreement by analyz-

ing these data. The collection and evalua-

tion of employee-related data are being done
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by the company to monitor performance and

behavior in violation of the German co-deter-

mination law. On the basis of these data an

employee is to be fired. The works council

agrees to the firing although the data

obtained using the RFID system were used to

monitor performance and behavior in viola-

tion of the German co-determination law.

The data can be used in court because the

works council knows how the labor law was

intentionally neglected and thus agrees to

the use of proof obtained in this way and the

firing based on it. The situation is even worse

among the self-employed who do not benefit

from German labor laws in the same way as

salaried and wage personnel. Relationships

laid down in employment agreements can be

suspended or not extended as a result of per-

formance and behavior monitoring using RFID. 

[In the German original the details were:

Diese Rechtslage bezieht sich nicht auf

„arbeitnehmerähnliche Personen“ – „Kleinst-

unternehmen“, „Einpersonenfirmen", Schein-

selbstständige bzw. „neue Selbstständige“, die

sich nicht selten in hoher Abhängigkeit von

einem Auftraggeber befinden. Hier gelten

nicht einmal die Regelungen des Mitbestim-

mungsrechts bzw. des Kündigungsschutzes.]

10.2. Expected developments by 2010

10.2.1. Note

The development perspectives of RFID tech-

nology are not marked by technological pos-

sibilities alone. In addition to technology and

standardization one has to remember also

market and price development, information

security and data protection along with soci-

etal outreach.

In the following the future developments in

the areas technology and standardization

and market and price development are evalu-

ated from the standpoint of experts in the

RFID sector. Afterwards the present state of

the public discussion will be described in the

context of RFID.

10.2.2. Technology and standardization

A continuation of the recent exponential

increase in the performance of information

and communication technology is to be

expected in the coming ten years. In addi-

tion to improvement in the price/benefit

ratio the technological components used will

become dramatically miniaturized. The

miniaturization of microelectronics will prob-

ably continue for another ten years without

a technology shift. It is an important driver

of the Pervasive Computing vision. [HBBB 03]

Developments in the RFID sector will also be

marked by new technologies. Since the end

of 2002 Near Field Communication (NFC) has

been under discussion for use in RFID sys-

tems, with which Sony and Philips intend to

establish a wireless networking standard.

NFC technology is based on a combination of

contactless identification using RFID and

wireless connection technology. NFC uses

13.56 MHz and is expected to facilitate net-

working per Bluetooth or W-LAN with a

range of a few centimeters in which end

devices identify themselves automatically

and establish a data connection. A pilot

application developed by Philips for instance

makes it possible to sell tickets per Internet

in that an advertising poster equipped with

an NFC tag contactlessly and automatically

sends an Internet address to a PDA or mobile

phone held in front of it. Secure transactions

and access control and surveillance in build-

ings are other applications being discussed

[HAMM 04]. Together with Nokia, Sony and

Philips have founded the NFC Forum [NFC

04a], in order to promote the spread of NFC

technology. The new forum is intended to

promote the implementation and standardi-

zation of NFC technology and to ensure the

compatibility between devices and services.

[NFC 04b]

According to the opinions of experts in com-

panies and research establishments working

in the RFID sector, essential technological

factors currently inhibiting the spread and

use of RFID systems will be overcome by the

Year 2007 or 2010. These inhibiting factors

97



10. Development perspectives of RFID technology

include the low ranges of readers, problems

in multi-access identification and recognition

across different frequency bands. The great-

est skepticism of the experts surveyed con-

cerned the assumption that the existing

problems with recognizing transponders

near metals or liquids in certain frequency

ranges will not be solved by the Year 2010.

(see Figure 10-1)

10.2.3. Market and price development

The results of our online survey done as part

of the present project refer to the Years 2005

to 2010 as a period of overall positive or sta-

ble market development for RFID systems in

Germany. Thus 43 percent of those surveyed

expected a positive development, and 33 per-

cent expected a stable market development

(see Figure 10-4). A smaller percentage of

those surveyed expected a stagnating market

development (3 percent). In the area of the

price development of RFID systems as well

until the Year 2010 those surveyed were com-

paratively in agreement: 90 percent of them

expected falling prices on the whole (see

Figure 10-4). 36 percent of those surveyed

expected a rapidly falling price development,

whereas 54 percent of those surveyed expect-

ed only a slightly falling price development.

Due to the importance of costs in investment

decisions even a moderate price drop can

dampen the further spread of RFID technolo-

gy considerably.

Estimates as to which application areas RFID

systems will continue to expand in are var-

ied. On the long range -- for the years

between 2008 und 2010 -- more than half of

those surveyed in each case assumed that a

positive market development will be had in

the application areas Surveillance of access,

rooms and routes (80 percent), Supply chain:

automation, process control and optimiza-

tion (79 percent), labelling merchandise,

objects, animals or persons (73 percent), take-

back and multiple-use systems, disposal and

recycling (63 percent), and maintenance and

repair, recalls (53 percent) (see Figure 10-3).

10.2.4. Requirements on information 

security, data protection 

and privacy

In comparison to current applications of

information and communication technology

future applications of Pervasive Computing

will be characterized by a great dispersion,

spontaneous networking and an increased

system complexity connected with the above.

At the same time the connections between

actions and their consequences will be made

less and less transparent by having the func-

tions and services delivered in a networked

mode. Therefore the causes of any malfunc-

tions and possible abuses will be more diffi-

cult to determine. Future technological sys-

tems will become more difficult to manage.

The large bandwidth in the technological

devices needed for pervasive computing will

require more and more individual security

solutions (for instance, depending on the

device resources being used, on the type of

data to be transmitted or the individual use

situation). [Lang 04]

As our everyday life becomes more informa-

tized and networked, the dependence on

technological background processes rises. It

will be a matter of counteracting the increas-

ing unmanageability of technological sys-

tems and of increasing the trust of users in

RFID technology by making it more transpar-

ent.

Thus a radical informatization of our every-

day and professional lives with objects that

sense part of their environment and commu-

nicate with one another also has basic effects

on information security and privacy (data

protection) in addition to economic poten-

tials.

In the current public discussion of RFID data

protection is in the center of interest, where-

as concern over information security is play-

ing only a secondary role. Chapters 7.4 and

7.5 on the threats to active and passive par-

ties provide a good impression of the dan-

gers of RFID systems. It becomes apparent
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there that the threats to information security

(input of incorrect data, denial of service

attacks) affect primarily the user of RFID sys-

tems and thus the active party. These poten-

tial threats become real dangers as more and

more automatic industrial processes are

introduced. Input of incorrect data into RFID

systems and manipulating the correct func-

tioning of RFID systems can have great

effects on the orderly continuation of pro-

duction processes, and thus great business

losses.

In the case of the passive party -- the cus-

tomer or employee of an operator of an RFID

system -- it is primarily the data privacy and

location privacy that are threatened by the

use of RFID systems. The Web Services WAN

Special Interest Group set up by the Auto-ID

Center of the Massachusetts Institute of

Technology (MIT) suggests that this threat is

a real danger, and is working on a prototype

for a standard architecture. [Robe 04] This

architecture lets as many interested persons

as desired have access in real time to data

generated by reading RFID labels. RFID sys-

tems intrude upon a special aspect of the

[German] General Law to One´s Personality --

the right to determine information about

one´s self -- to determine the release and use

of one´s personal data oneself. Future techni-

cal facilities will let data be collected,

processed and used beyond the purpose orig-

inally anticipated not only by the state but

also by non-public entities such as private-

sector companies.

The regulations of current data protection

law refer to person-specific data. The term

person-specific data also includes data that

can be referenced to persons. In an expertise

written for the Federal [German] Ministry of

the Interior, Messrs Roßnagel, Pfitzmann and

Garstka draw the conclusion: In a future

world of networked and ever-present data

processing there will be an increasing num-

ber of cases in which data -- such as URLs or

other identifiers -- are processed for which at

the time it is not known whether they refer

to certain persons (example: URLs), or which

persons they refer to (example: Globally

Unique Identifiers - GUID) or with which per-

sons they might be associated in the future

(example: RFID-Tags). Even when the data do

not yet qualify as person-specific data, the

principles of avoiding the personal reference,

being necessary and obtained for specific

purposes should still be applied due to the

the precautionary principle whenever it can

be expected that the personal reference will

be established or could be established. [RPG

01]

On the basis of RFID systems data can be col-

lected for a rainy day . Then an idea of the

context can be generated using a variety of

variables which escapes the control of data

protection due to the heterogeneity and

large number of components involved.

Mattern and Römer speak of a paradigm

shift: Whereas one used to process data in

EDP, now one identifies the physical phenom-

ena themselves automatically, online and in

real time, as is becoming possible to a larger

extent, making possible a wholly new quality

of results. [MaRö 03 and ECPS 02]

Against this background the requirement of

data economy and the requirement that data

be collected only for specified purposes are

to be seen as essential criteria for the future

preservation of the right to privacy. As RFID

technology continues its advance, the ques-

tion arises as to who can determine or is

allowed to determine whether and which

information is associated by electronically

empowered things. Finally one should also

remember that in an informatized world the

correct functioning of information techno-

logical infrastructure can become a matter of

life and death for society and the individual.

The advancing miniaturization of technologi-

cal systems gives one reason to fear that

existing legal prohibitions will no longer be

monitorable or enforceable as RFID systems

advance. Therefore solution strategies must

be developed for these cases.

According to the Federal German Data

Protection Report there are in principle no
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objections to the use of RFID systems, as long

as their introduction takes place on a legal

basis and while observing the data protec-

tion regulations: It is legitimate to use the

new technical developments. However at the

same time technical monitoring systems and

a surveillance structure are being established

which, once they are in place, could be used

for quite different purposes and whose legal

and data protection compliant use is ulti-

mately no longer ascertainable. Here again it

becomes apparent that the sum of useful

and data protection compliant applications

on the whole represents a potential threat to

the basic right to determine information

about one´s self, which is not yet being per-

ceived as such by those affected nor in socie-

ty´s political discussion [BuDa 01/02]

In order to use the opportunities of RFID and

at the same time to keep the threats as small

as possible, it will be a matter of implement-

ing the principles of modern data protection

laws, data economy and the most rapid pos-

sible anonymization or pseudonymization of

personal referenced data in RFID systems ear-

ly in the design process and in market intro-

duction.

10.2.5. Social acceptance

Future developments in the area of pervasive

computing and RFID technology have effects

on many areas of one´s personal, profession-

al and public life. Therefore one asks about

the social acceptance of the new technolo-

gies. One prerequisite of assessing the oppor-

tunities and risks of pervasive computing and

RFID technology in such a way that is objec-

tive and can be understood by the individual

is that society be given open, objective and

comprehensive information.

The media are very important for public and

individual perception and communication of

technology-related opportunities and risks.

The have not only the role of information

suppliers, but also a central function as infor-

mation collectors and reinforcers. It is the

resonance in the mass media that gives

social acceptance to a potential opportunity

and social and political hotness to a potential

risk. [Büll 03]

The media have begun to pay more attention

to RFID systems in recent years. Specialized

media – depending also on how important

RFID is to the particular sector – have been

reporting on it quite intensively. Even in the

press aimed at a wider public, a number of

reports with quite critical or even negative

headlines have been published (for example,

RFID - The Inquisitive Chip in your Yoghurt

Cup and Satan´s Work or the Next Step into

a Digital World? ). Since the possible effect of

RFID systems are particularly comprehensive

in the retail sector, privacy thoughts and

data protection aspects are playing an in-

creasingly important role in the media delib-

erations. An empirical analysis of the media

has not been done, but could provide infor-

mation about how the information and com-

munication about the opportunities and risks

of RFID technology has been dealt with in

the mass media and relevant specialized

media. Therefore it cannot be determined

with any certainty whether in the media

reporting and in public communication cer-

tain subtopics and problems in the context

of RFID systems have been classified either as

important or as unimportant.

The question as to how enthusiastically and

fast social groups have opened themselves to

RFID technology or how slowly or indifferent-

ly they will react to future developments is

difficult to estimate. In the debate about the

opportunities and risks of RFID technology

two opposing positions are crystallizing: 

whereas on the one hand the opportunities

are seen which result from use of RFID, on

the other hand it is the risks, threats and

limitations that are seen.

From the point of view of consumers the

potential utility of RFID systems for them is

to get greater security and more convenience

in everyday situations. From this standpoint,

one can expect a lot of social acceptance of

RFID systems to result. This is confirmed by
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the fact that there are already products that

enjoy social acceptance and demand (loyalty

cards, RFID-based ski passes). Apparently the

utility that consumers get in such cases is

more important than is the fear of intrusions

into one´s private sphere. Existing research

findings point in this direction that applica-

tions based on information and communica-

tion technologies are only accepted when

they offer a considerable added value. There-

fore the question of balancing opportunities

and risks is at the center of social discussion

and acceptance for each individual RFID

application.

The population today uses and accepts many

technologies and applications that related to

RFID in the areas of advertising and market

and opinion research to produce comprehen-

sive customer profiles on the basis of new

procedures. More and more customer data

are being collected and evaluated. Methods

of data mining are being used. Incentive sys-

tems of businesses induce consumers to regu-

larly deliver more and more data. According

to an analysis done by Emnid, for example,

loyalty cards are have become the most

important card in the pockets of a large per-

centage of the German population, ranking

right after their health insurance and ec

bank cards. In March of 2002 more that half

of all Germans had at least one loyalty card;

in Great Britain it was even more than 86

percent in 2003. [Scha 04] Many consumers

are apparently willing to reveal their buying

behavior for discounts of less than one per-

cent of the merchandise value and to have it

analysed for purposes of market research and

for making them special individualized

offers. [Lang 04]

On the other hand, RFID systems in the con-

text of pervasive computing have to be

regarded as a bundle of innovations that will

bring fundamentally new things and surpris-

ing applications. However it is still basically

an open question as to which social needs

and inhibitions will exist in the future. One

has to remember that the number of doubt-

ing voices is increasing in some parts of the

population which see data protection and

privacy in danger if RFID is to advance fur-

ther. Consumer organizations have called to

boycott companies that are using or promot-

ing RFID technology. Marc Langheinrich

writes: RFID tags or smart labels have mobi-

lized fears in the population, as no other

technology of ubiquitous computing ever

has, of living in a surveillance state in the

near future. [Lang 04]

Since in a modern, differentiated society a

variety of different sized interest groups

exists, some of which are in competition

with one another, it will be important for

future developments to reflect the pluralism

of these opinions in an appropriate ratio in

the field of RFID. One should create more

transparency in the discussion of RFID in the

individual groups of actors. That would be a

central step toward making the discussion

more objective, and social opinion formation

could be improved by more objectivity.
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11. Abbreviations

AIM: Association for Automatic 

Identification and Mobility"

BSI: Bundesamt für Sicherheit in der 

Informationstechnik

CRC: Cyclic Redundancy Check

DRAM: Dynamic Random Access Memory

EAS: Electronic Articel Surveillance

EEPROM: Electrically Erasable Programmable

Read Only Memory

EMPA: Eidgenössische Materialprüfungs- 

und Forschungsanstalt

EPC: Electronic Product Code

EPROM: Erasable Programmable Read Only 

Memory

EU: European Union

FoeB: Verein zur Förderung des öffentli-

chen bewegten und unbewegten 

Datenverkehrs

FRAM: Ferroelectric Random Access 

Memory

GHz: Gigahertz

GUID: Globally Unique Identifier

HF: High Frequency

ICT: Information and Communication 

Technology

IP: Internet Protocol

ISO: International Organization for 

Standardization

IZT: Institut für Zukunftsstudien und 

Technologiebewertung

kHz: Kilohertz

LF: Low Frequency

MHz: Megahertz

NFC: Near Field Communication

OCR: Optical Character Recognition

ONS: Object Name Service

PLM: Product Lifecycle Management

PML: Procedural Markup Language

RAM: Random Access Memory

RFID: Radio Frequency Identification

ROM: Read Only Memory

SRAM: Static Random Access Memory

TA-SWISS: Zentrum für Technologiefolgen-

Abschätzung beim 

Schweizerischen Wissenschafts- 

und Technologierat

UHF: Ultra High Frequency

USA: United States of America

VIBE!AT: Verein für Internet-Benutzer 

Österreichs

W-LAN: Wireless LAN

XML Extensible Markup Language
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acceptance, social, 102

access control, 71 ff., 95

animals, identification of, 63 ff.

asset management, 26, 75

attack, types of, 38

authentication, 43, 45

auto ID systems by comparison, 84 ff.

automobile/ automotive sector, 70, 75, 78, 81

backend, 40, 47

blind and visually impaired, 67

blocker-tags 48

blocking, 38

BSI, 47, 52

chained hashes, 48

cloning, 41

consumer concerns, 92

container identification, 65, 81

containers, reusable, logistics of, 83 

costs, 62, 85 ff., 90, 94

coupling, capacitive, 28

coupling, inductive, 28

cracking, 40

data privacy, 42, 100

data protection, 34, 42, 50, 56, 92, 98, 

100 ff., 102

data traces, 42, 56, 95

deactivation, 38, 49

deanonymization, 42

deception, 38

denial of service, 39, 41

destroy command, 36

detaching the tag, 38

document authentication, 68 ff.

dogs, identification of, 65

downlink, 31, 46

Dynamic Random Access Memory

(DRAM), 27

eavesdropping, 38

Electrically Erasable Programmable ROM

(EEPROM), 27

encryption, 44, 46

EPCglobal, 40, 46, 49

Erasable Programmable ROM (EPROM), 27

falsification, 38

Ferroelectric Random Access Memory

(FRAM), 27

fictive cases, 94 ff.

flash EPROM, 27

foodstuffs, identification of, 71

frequency ranges, 25

hacking, 40

health-care, 66

HF Class 1 tags, 36

ID number, 37, 47

ID number, temporary, 47

identification number, 19, 31 ff.

identity, 38, 43

information security, 20 ff., 85, 89, 92, 98

intrusion, 40

ISO/IEC standard, 24, 34

IT security, 21, 68

jamming, 38

kill command, 36

location privacy, 43, 46, 48, 55

maintenance and repair, 69 ff.

market development, 21, 62, 98

monitoring, environmental, 77

movement profiles, 43

Near Field Communication, 97

Object Name Service (ONS), 40

objects, identification of, 62 ff., 94

party, active, 39, 41

party, passive, 39, 42

passport, 68
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password protection, 44

performance, 34, 84, 90

person identification, 67

Physical Markup Language (PML), 40

price development, 97

privacy, 39, 42, 92, 98

procedure, Aloha, 32

procedure, anti-collision, 31, 46

procedure, backscatter, 30

procedure, challenge-response, 44

procedure, full duplex, 31

procedure, half duplex, 31

procedure, hash-lock, 44, 47

procedure, hash-lock, randomized, 47

procedure, multiple access, 31

procedure, silent tree-walking, 47

procedure, tree-walking, 32

progress and route control, 74

proximity card, 36

pseudonymization, 47

Random Access Memory (RAM), 27

Read Only Memory (ROM), 27

reader, 20

recall campaigns, 69

regulations, legal, 87

reliability, functional, 87, 88

replay attack, 43, 48

retail industry, 34, 62, 67, 76, 78 ff.

RFID application, areas of, 62 ff.

RFID system, features of, 24 ff.

route control, 74 ff.

serial number, 27, 37

spying, 39

standardization, 89 ff., 94

Static Random Access Memory (SRAM), 27

stop-loss strategies, 75 ff.

storage, 27 ff.

supply chain management, 78 ff.

system, close-coupling, 24, 28

system, high-end, 34

system, long-range, 30, 35

system, low-end, 34

system, medium-performance, 34

system, read/write, 27

system, read-only, 27

system, remote coupling, 36

system, sequential, 31

theft protection, 75 ff.

tool identification, 75

tracking, 43, 58, 74

transponder, 20, 24

transponder, active, 28

transponder, passive, 28

UHF Class 0 tags, 36

UHF Class 1 tags, 36

UHF classes, 36

uplink, 46

vicinity card, 24, 36

waste disposal, 56, 66

Write Once Read Many (WORM), 36
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